
UNITED STATES DEPARTMENT OF COMMERCE
The Assistant Secretary for Communications
and Information
Washington, D.C. 20230

JUN 1 1 2015
The Honorable Sean P, Duffy
House of Representatives
Washington, DC 20515

Dear Representative Duffy:

Thank you for your letter regarding the National Telecommunications and Infonnation
Administration (NTIA)'s proposed transition of its role in the Internet domain name system
(DNS) through the Internet Assigned Numbers Authority (lANA) functions conti'act, and in
paJiicular whether the end of its contract with the Internet Corporation for Assigned Names and
Numbers (ICANN) would result in the transfer of federal government property, In response to
your request, I sought the views of the General Counsel of the DepaJiment of Commerce on this
issue. I have enclosed his memorandum on this issue explaining why there would be no transfer
of federal govelmnent property at the end of the contract.

I hope that this information is useful to you, If we CaIl provide you with further
assistance, please feel fi'ee to contact me or Jim Wasilewski, NTIA's Director of Congressional
Affairs, at (202) 482-1840.

Sincerely,

Lawrence E, Strickling

Enclosure

cc: The Honorable F. James Sensenbrenner, Jr.





GENERAL COUNSEL OFTHE
UNITED STATES DEPARTMENT OF COMMERCE
Washing-..on. D.G. 20230

June 11,2015

MEMORANDUM

TO:

FROM:

Lawrence E. Strickling
Assistant Secretary for Communications and Information

KellyR.Welsh Vt,AnI.J,nL
General Counsel WVd L~

This memorandum is for use in your response to Representatives F. James
Sensenbrenner, Jr. and Sean P. Duffy's letter of April 23, 2015, regarding the National
Telecommunications and Information Administration (NTIA)'s proposed transition of its role in
the Internet Assigned Numbers Authority (lANA) functions and, in particular, whether the end
of the contract with the Internet Corporation for Assigned Names and Numbers (ICANN) with
respect to the lANA functions would result in the transfer of United States Government
property. I

NTIA's contract with ICANN with respect to the lANA functions has a base period that
ends on September 30,2015, with options to extend the contract. As described below, we
concluded that the termination ofNTIA's contract with ICANN would not result in the transfer
of United States Government property.

The lANA functions are administrative tasks that facilitate the work of the Internet's
domain name system (DNS), a component of the Internet infrastructure. The DNS allows users
to identify websites, mail servers, and other Internet destinations using easy-to-understand names
(e.g., www.ntia.doc.gov)ratherthanthenumericnetworkaddresses(e.g..170.11 0.225.163)
necessary to retrieve information on the Internet. In this way, it functions similar to an "address
book" for the Internet. The lANA functions include, among other things, assistance with the
allocation of Internet numbering resources and the processing of requests to change certain
numbers and other information associated with the names. ICANN is a not-for-profit
corporation formed by private sector Internet stakeholders to perform these tasks, among other
things.

The lANA functions do not include making the actual changes to the "adc!J:ess book,"
which is known as the authoritative root zone file, or distributing the file through the root server

I For purposes of our review, we considered the definition of "government property" used by the Federal
Acquisition Regulation: "[A]II property owned or leased by the Government. Government property
includes both Government-furnished property and contractor acquired property. Government property
includes material, equipment, special tooling, special test equipment, and real property. Government
property does not include intellectual property and software." FAR § 45.10 I. We also considered
intellectual property owned by the Government, including intellectual property in software.



system. Verisign, Inc. makes these changes and distributes the file to the public through the root
server system. Verisign also operates the "A" root server, one of the 13 root servers at the top of
the hierarchical distribution network.2

Today, NTIA provides certain administrative oversight over both roles. NTIA has a
contract with ICANN with respect to the lANA functions. In. addition, NTIA maintains a
cooperative agreement with Verisign, through which NTIA authorizes Verisign to make changes
to the authoritative root zone file. In effect, among other things, ICANN processes requests to
make changes to an Internet address book, NTIA verifies that ICANN took the appropriate steps
in processing the requests, NTIA authorizes Verisign to make the changes, and Verisign then
incorporates the changes, publishes the file, and distributes it to the public.

In connection with preparing for the end ofNTlA's lANA functions contract with
ICANN, and evaluating the question whether United States Government property would be
transferred as a result, the Department reviewed: (I) the five lANA functions contracts NTIA
has entered into with ICANN and their associated modifications; (2) the pre-award file for the
current lANA functions contract, which includes the solicitation, amendments, proposals
received in response to the solicitation, negotiation letters, evaluations, and the award
documents; and (3) the contract file for the current IANA functions contract, which includes
contract modifications and other administrative communications with ICANN. We also
conferred with the Department's Contracting Officer and NTIA's Contracting Officer
Representative for the current lANA functions contract. In addition, the Department performed
searches ofpatent and copyright registration databases.

NTIA and ICANN entered into contracts with respect to the lANA functions in 2000,
2001,2003,2006, and 2012. Each contract has required the contractor, ICANN, to furnish the
necessary personnel, material, equipment, services, and facilities to perform the lANA functions.
None of these contracts has required the Government to provide ICANN with United States
Government property.3

In the scope of the review set forth above, we concluded that the termination ofNTlA's
contract with ICANN would not result in the transfer of United States Government property,
because there is no evidence that (1) the Department has transferred Government property,
including intellectual property owned by the Government, to ICANN; (2) ICANN possesses
Government property, including intellectual property owned by the Govenunent, created under

'Each of the 13 root servers ("A" - "M") maintains a copy of the authoritative root zone tile, which is the
list of the names and numeric IP addresses of the authoritative domain name servers for all top level
domains (TLDs), such as .com or .org. Other name servers forward queries to these root servers when
they do not have information about the authoritative domain name server upon which a particular TLD is
hosted. The root server answers the query with a referral to the authoritative domain name server for the
appropriate TLD or with an indication that no such TLD exists.

3 These contracts are available online at hrtp:llwww.ntia.doc.gov/pa~e/iana-functions-purchase-order.



the lANA functions contract; or (3) the termination of the contract would cause Government
property, including intellectual property owned by the Government, to be transferred to ICANN4

The letter asks about the "A" root server. As noted above, Verisign operates the "A" root
server. NTIA' s IANA functions contract with ICANN does not transfer any interest in the"A"
server. As noted above, NTIA maintains a separate cooperative agreement with Verisign.

I hope that this information is useful. Ifwe can provide Representatives Sensenbrenner
and Duffy with assistance, please let them know that they can contact me at (202) 482-2772.

4 TI,e results ofthis review are consistent with the Department's views in 2000, when the GAO prepared a
report on the fonuation and stJucture of ICANN and its relationship to the Dcp?iimenl. Departmenf of
Commerce: Relationship with the Internet Corporationjor Assigned Names and Numbers, GAO/OGC­
00-33R (July 7, 2000) ("GAO Report") (Attachment A), available at
http://www.gao.gov/assets/90/89949.pdf. As a part of that process, the then General Counsel of the
Department of Commerce explained that "[t]he Department has transferred no government property to
ICANN under any of the agreements between the Department and the organization nor does the
Department have any plans to transfer any U.S. Government property or authority to ICANN." Letter
from Department of Commerce General Counsel Andrew J. Pincus to GAO Assistant General Counsel
Michael R. Volpe 7 (Mar. 3, 2000) ("March 2000 Letter") (Attachment B). The Department exchanged
two additional letters with the GAO, which are attached as Attachment C.
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Office of the General Counsel

!
-~ GAO,F. 'ft) • .......,*--r-----------------------

United States General Accounting Office
Washington. DC 20548

July 7.2000

The Honorable Judd Gregg
Chairman
The Honorable Ernest F, Hollings
Ranking Minority Member
Subcommittee on Commerce. Justice. State.

and the Judiciary
Committee on Appropriations
United States Senate

The Honorable Harold Rogers
Chairman
The Honorable Jose' Serrano
Ranking Minority Member
Subcommittee on Commerce, Justice, State,
and the Judiciary, and Related Agencies

Committee on Appropriations
House of Representatives

Subject: Department of Commerce: Relationship with the Internet Corporation for
Assigned Names and Numbers

The conference report (H, R ConL Rep, No, 106-479) accompanying the Consolidated
Appropriations Act for fiscal year 2000 (which incorporates the fiscal year 2000
appropriation for the Department of Commerce) requested that the General
Accounting Office review the relationship between the Department of Commerce
(Department) and the Internet Corporation for Assigned Names and Numbers
(ICANN), The Department selected ICANN. a California not-for-profit corporation. to
administer policy for the domain name system, which links the series of numbers that
identify servers connected to the Internet to easy-to-remember addresses such as
www,gao,gov, On November 25. 1998. the Department and ICANN agreed to jointly
design. develop. and test the mechanisms. methods. and procedures that should be in
place and the steps necessary to transfer the management responsibility for domain
name system functions now performed by. or on behalf of. the United States
government to a private sector not-for-profit entity, As agreed. we have addressed
the issues in the conference report by answering the following questions:

GAOIOGC·OO-33R-Commerce and ICANN
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1. whether the formation ofiCANN was in accordance with the Administrative
. Procedure Act and the Government Corporation Control Act;

2. how ICANN's interim board was selected and what role the Department played
in the selection of board members;

3. whether the Department has the authority to enter into agreements with
ICANN and to participate in ICANN activities;

4. what the legal basis is for the expenditures of funds by the Department for its
participation in ICANN proceedings;

5. whether, under Office of Management and Budget Circular A-25, ICANN, as a
"project partner" with the Department, has authority to impose fees on
Internet users to cover ICANN's operating costs; and

6. whether the Department has the legal authority to transfer control of the
authoritative root server to ICANN. J

In order to answer these questions, we requested and received the written views of
the Department on these issues. Additionally, we interviewed a number of other
government officials and legal and policy experts and we researched applicable law.
(A complete detailing of our objectives, scope, and methodology is in Enclosure I,
along with the list of the experts with whom we spoke.)

RESULTS IN BRIEF

ICANN was formed by private parties in response to a policy statement issued by the
Department advising the public that the U.S. government was prepared to enter into
an agreement with a new not-for-profit corporation formed by private sector Internet
stakeholders to administer the domain name system. Before issuing the policy
statement, the Department had indicated that the privatizing of the domain name

J GAO also was asked to review two other matters: (1) the roles of the National
Telecommunications and Information Administration and the National Institute of
Standards and Technology in managing and/or monitoring U.S. participation in ICANN,
and (2) the adequacy of security arrangements under existing Department agreements
with ICANN and Network Solutions, Inc. As agreed, these questions will be addressed
separately.

Page 2 GAOIOGC-OO-33R-Coltllllel'ce and ICANN
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system management would be conducted under a rulemaking proceeding subject to
the notice and comment procedures of the Administrative Procedure Act (APA).
However, the Department ultimately chose to issue a policy statement rather than
continue with a rulemaking on privatizing the domain name system. The policy
statement only advised the public of the manner in which the Department planned to
transfer the domain name system, and was not subject to the notice and comment
procedures of the APA. Also, the Department did not establish or acquire ICANN,
and therefore, the Government Corporation Control Act, which delineates an
agency's authority to do so, does not govern the formation of ICANN.

According to ICANN, the late Dr. Jon Postel was primarily responsible for the
selection of ICANN's interim board. Dr. Postel was the director of the Computer
Networks Division of the Information Sciences Institute at the University of Southern
California and administered the Internet Assigned Numbers Authority (lANA), whose
functions included coordination of the assignment of numerical addresses to Internet
users. He advocated transforming lANA into the new entity called for under the
Department's policy statement. The selections were made after Dr. Postel, acting for
lANA, invited and considered suggestions from the Internet community. According
to Department officials, the Department did not participate in the consideration or
selection of proposed ICANN interim board members.

The agreements that the Department has entered into with ICANN, as the Department
has noted, are congressionally authorized mechanisms for entering into agreements
with third parties. The Department has entered into three major agreements with
ICANN: (1) the memorandum of understanding for ajoint domain name system
project, (2) a cooperative research and development agreement, and (3) a sole source
contract to perform certain technical functions relating to the coordination of the
domain name system. Both the memorandum of understanding and the sole source
contract are scheduled to end by September 2000, and the cooperative research and
development agreement has a proposed completion date of September 2000.
However, the Department contemplates extending these agreements to the extent
that the tasks set forth in the various agreements are not complete. In carrying out
the President's directive to privatize the management of the domain name system, the
Department participates in ICANN's activities by sending officials to ICANN's public
meetings and representing the United States on ICANN's Governmental Advisory
Committee.

Although the coordination of the domain name system has largely been done by or
subject to agreements with agencies of the U.S. government, there is no explicit
legislation requiring that the government exercise oversight over the domain name
system. According to the Department, its authority to support the privatization of the
domain name system stems from its broad general authority to foster, promote, and
develop foreign and domestic commerce, 15 U.s.C. § 1512, as well as the National
Telecommunications and Information Administration's specific authority to

Page 3 GAOIOGC-OO-33R-Commerce and ICANN



B-284206

coordinate the telecommunications activities of the executive branch, 47 U.S.C.
§ 902 (b) (2) (H). Regarding the cost of its involvement with ICANN, the Department
reports that during the period October 1998 through April 2000 it spent just under
$250,000 on salaries and expenses arising from this relationship.

Office of Management and Budget Circular A-25, which relates to cost recovery
through user charges by federal government agencies, is not applicable to a
nongovernmental entity such as ICANN. However, ICANN is a project partner with
the Department under the memorandum of understanding, and it is the Department's
policy to allow project partners to recover only actual project costs. Thus, fees are
not prohibited, but ICANN is limited to recovering only actual costs. We note,
however, that the memorandum of understanding does not address the issue of fees.

The question of whether the Department has the authority to transfer control of the
authoritative root server to ICANN is a difficult one to answer. Although control over
the authoritative root server is not based on any statute or international agreement,
the government has long been instrumental in supporting and developing the Internet
and the domain name system. The Department has no specific statutory obligations
to manage the domain name system or to control the authoritative root server. It is
uncertain whether transferring control would also include transfer of government
property to a private entity. Determining whether there is government property may
be difficult. To the extent that transition of the management control to a private
entity would involve the transfer of government property, it is unclear if the
Department has the requisite authority to effect such a transfer. Since the
Department states that it has no plans to transfer the root server system, it has not
examined these issues. Currently, under the cooperative agreement with Network
Solutions, the Department has reserved final policy control over the authoritative
root server.

BACKGROUND

The Internet is an international computer "network of networks" linking
governments, schools, libraries, corporations, individuals, and others. Today's
Internet has its origins in a network, called the ARPANET, which the Department of
Defense (DOD) launched in 1969 and which another federally developed network,
NSFNET of the National Science Foundation (NSF), superceded in 1990.' The U.S.
government has been instrumental in supporting and funding the development of the

, Other federal agencies also played a role. In 1991, NSF announced it would phase out
federal support for NSFNET and transfer ownership and responsibility of these
networks, which became known as the Internet backbone, to private companies on a for­
profit basis.

Page 4 GAOIOGC-OO-33R--{;onllnerce and ICANN
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Internet and the domain name system. (For a detailed account of the U.S.
government's role in the Internet and the domain name system, see Enclosure 11.)

As the Internet has grown, the method for allocating and assigning domain names has
become more controversial. In the beginning, working under a DOD contract,
Dr. Postel maintained the list of assigned Internet numbers and names. He also
published a list of technical parameters that had been assigned for use by protocol
developers. Eventually, these functions collectively became known as the Internet
Assigned Numbers Authority (lANA). Under lANA, decisions about the domain name
system continued to be made by consensus of the Internet community and many
important tasks were delegated to individuals. In the mid-1980's, lANA announced a
new hierarchical naming approach for associating names with Internet Protocol
numbers on the Internet called the domain name system.'

The domain name system is a series of computer databases that "resolve" or link
Internet Protocol addresses, which are like phone numbers, with an alphanumeric
"domain name." This allows the user to type the domain name instead of the harder­
to-remember Internet Protocol number. Domain names are divided into hierarchical
fields separated by a period. The field to the farthest right is the top-level domain. In
the domain name of the General Accounting Office, .gao.gov, the .gov is the top-level
domain and the field to the left of the top-level domain is the second-level domain.
Top-level domains are either "generic" or country specific. There are seven generic
top-level domains, including ".com".' There are also over 200 country code top-level
domains. The United States country code is ".us," for instance.

, Requests for Comments (RFC) 1034. RFCs are memoranda addressing the various
protocols that facilitate the functioning of the Internet. The Internet community
developed RFCs as a mechanism for the generation of consensus on various engineering,
technical, and other protocols in the early days of the Internet's history. RFCs were
previously edited by the late Dr. Postel as part of his lANA functions.

4 The seven generic top-level domains are ".com" (for commercial uses), ".edu" (for 4­
year, degree-granting educational institutions), ".net" (for computers associated with
network providers), ".org" (for organizations, such as nonprofit and professional
organizations, that do not fit into .com, .edu, or .net categories), ",int" (for international
uses, such as international treaty organizations), ".gov" (for agencies of the United States
federal government), and ".mil" (for United States military services and agencies). See
Ellen Rony & Peter Rony, The Domain Name Handbook 45-48 (1998). According to
Network Solutions, the .com, .net, and .org generic top-level domains have been open to
all registrants for the last 2 or 3 years, such that now there is no distinction between
them. In 1997, responsibility for .gov was transferred to the General Services
Administration.

Page 5 GAOIOGC-OO-33R----{;ommerce and ICANN
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At the top of the domain name system is the "root zone file," which directs Internet
Protocol number queries to other domain name system databases called top-level
domain zone files. Because of the large volume ofrequests to link domain names
with Internet Protocol numbers, both root zone files and top-level domain zone files
are replicated on a number of different computers, thus ensuring both speed and
consistency. The master root server is called the "authoritative root server" or the
"A" root servers There are 12 other root servers located worldwide, and each
receives updated information daily from the "A" root server regarding the contents of
the root zone file and the top-level domain zone files.

In 1993, NSF signed a cooperative agreement under which Network Solutions, Inc.
was given the job of registering second-level domain names.' Under the cooperative
agreement, Network Solutions became the registrar for the .com, .org, .net, .edu, and
.gov top-level domains; lANA continued its role as overseer of the allocation of
Internet Protocol numbers and domain name registrations. When Network Solutions
was allowed to charge for registering second-level domain names in 1995,7 criticism
arose over its sole control over registration. The number of trademark disputes rose
with the enormous growth of registrations in the .com domain,' and concern grew
over who had authority over the domain name system.' There was also a call for
more permanence to ensure the stability of the Internet and the domain name system
as more commercial interests began to rely on the Internet.

5 Currently, the authoritative root server is operated by Network Solutions, Inc. under a
cooperative agreement with the Department.

'In 1992, the Congress allowed commercial activity on the NSF's network, one of the
networks that became the Internet and permitted NSFNET to interconnect with
commercial networks. Scientific and Advanced-Technology Act of 1992,42 U.S.C.
§ 1862(g).

7On September 13, 1995, NSF and Network Solutions entered into Amendment 4 ofthe
cooperative agreement, which permitted Network Solutions to charge for the registration
and maintenance of domain names.

8 The Domain Name Handbook chronicles more than four dozen name disputes. Ellen
Rony & Peter Rony, The Domain Name Handbook 299-457 (1998). The Domain Name
Handbook website cites Network Solutions figures that Network Solutions invoked its
domain name dispute policy 166 times from late July 1995 to the end of 1995, 745 times in
1996,905 times in 1997, and 838 times in 1998. (<http://www.domainhandbook.coml
dd.html> (visited May 18, 2000)).

8 See PGMedia, Inc. v. Network Solutions. Inc., 51 F.Supp.2d 389, 392-94 (S.D.N.Y. 1999),
affd sub. nom. Name.Space, Inc. v. Network Solutions. Inc., 202 F.3d 573 (2d Cir. 2000)
(discussing lANA, Network Solutions, and NSF responsibilities and stating "[t]he issue at
the heart of this case is who handles the registration of new domain names and places
the information regarding new registrations on the A root server each day.").

Page 6 GAOIOGC-OO-33R----Commerce and ICANN



B-284206

These concerns prompted actions by Dr. Postel's lANA, other groups, and the Clinton
administration. In 1996, lANA and the Internet Society and other groups organized
the International Ad Hoc Committee. (See Enclosure III for a listing of key
organizations.) The International Ad Hoc Committee proposed to add a new registry
containing seven new generic top-level domains to the domain name system. Under
the proposal, an international consortium of competing registrars, headquartered in
Switzerland, would run the new registry on a not-for-profit basis. On July 1, 1997, the
Clinton administration issued a report on electronic commerce, "A Framework for
Global Electronic Commerce." Among other things, the report supported private
efforts to address Internet governance and made the Department of Commerce the
lead agency on this initiative. Accompanying the report was a presidential directive
that called on the Department to "support efforts to make the governance of the
domain name system private and competitive and to create a contractually based self­
regulatory regime that deals with potential conflicts between domain name usage and
trademark laws on a global basis." To carry out this mission, the Department first
issued a Request for Comment on domain names system administration, and then on
February 20, 1998, it published a notice of proposed rulemaking, also known as the
Green Paper.

After receiving more than 650 comments, the Department ended the proposed
rulemaking and instead published on June 10, 1998, a policy statement, also known as
the White Paper. In this policy statement, the Department said it was prepared to
enter into agreement with a new not-for-profit corporation formed by private sector
Internet stakeholders to administer policy for the Internet name and address system.
The policy statement said the nonprofit organization's plan should offer stability;
competition; private, bottom-up coordination; and representation. The corporation
would be able to set policy for and direct the allocation of number blocks to regional
number registries for the assignment of Internet addresses. The corporation would
also be able to oversee the operation of an authoritative root server system, oversee
policy for determining the circumstances under which new top-level domains are
added to the root system, and coordinate the assignment of the Internet technical
parameters as needed to maintain universal connectivity on the Internet.

The Department hoped the transition would begin as soon as possible, with the goal
of having the new corporation carry out operational responsibilities by October 1998.
The transition was to take place gradually, with September 30, 2000, considered an
outside date for completion. At least two efforts were initiated in response to the
Department's policy statement, including one that involved lANA, and one initiated
by Network Solutions, among others. The latter group, called the International
Forum for the White Paper, held a series of public meetings throughout the summer
of 1998 in Reston (Virginia), as well as Geneva, Singapore, and Buenos Aires.

In September 1998, the Department entered into a memorandum of agreement with
the National Science Foundation (NSF) that transferred the responsibilities for the

Page 7 GAOIOGC-OO-33R---{;ommerce and ICANN
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cooperative agreement with Network Solutions to the Department. The Department
amended the agreement to specify that Network Solutions operates the authoritative
root server under the direction of the Department.

On October 2, 1998, Dr. Postel submitted ICANN's organizational documents to the
Department. The Department also received four other proposals." All proposals
were posted for comment for a lO-day period and on November 25, 1998, the National
Telecommunications and Information Administration (NTIA) entered into a
memorandum of understanding with ICANN. The memorandum of understanding
called on ICANN to design, develop, and test the mechanisms, methods, and
procedures necessary to transfer domain name system management responsibilities
to the private sector. Subsequently, the Department and ICANN entered into a
cooperative research and development agreement to study the root server system and
a sole source contract to perform the technical lANA functions.

Although the U.S. government has supported and funded the development of the
domain name system, Congress has not chosen to legislate specifically in this area,
nor has it designated an agency to be responsible for it. 1I DOD, NSF, and now the
Department have undertaken their activities under their general authorities. For
example, one court recently noted that NSF had clear authority to manage the
domain name system. The court noted that the registration of domain names and
control of the domain name system are activities within the mandate of NSF's organic
act to "foster and support the development and use of computer ... methods and
technology," 42 U.S.C. § 1862(a) (4), especially "considering the NSF's central role in
the development of the Internet from its earliest stages. "l2 The Department has
identified three statutory sources for authorizing it to enter into an agreement with
ICANN. Section 1512 of title 15, United States Code, authorizes the Department to

10 Proposals were submitted by: (l) Dr. Postel on behalf ofICANN, (2) the Boston
Working Group, (3) Einar Stefferud on behalf of the Open Root Server Confederation
(Open-RSC), (4) Ronda Hauben, and (5) Jeffrey A. Williams on behalfofINEG. Inc. See
<http://www.ntia.doc.gov/ntiahome/domainname/> (visited May 18, 2000). The Boston
Working Group and the Open-RSC were groups formed after a wrap-up meeting of the
International Forum on the White Paper failed to take place.

IIIn the Departments of Veterans Affairs and Housing and Urban Development, and
Independent Agencies Appropriations Act for fiscal year 1999, Congress prohibited the
NSF from spending any funds "to enter into or extend a grant, contract, or cooperative
agreement for the support of administering the domain name and numbering system of
the Internet after September 30, 1998." Pub. L. No. 105-276, 112 Stat. 2461, 2505 (l998).
See also Pub. L. No. 106-74, 113 Stat. 1047, 1090 (l999) (repeating this language for fiscal
year 2000 appropriations).

l2 See PGMedia, Inc. v. Network Solutions, Inc., 51 F.Supp.2d 389, 403 (S.D.N.Y. 1999).

GAOIOGC-OO-33R-----Commerce and ICANN



B-284206

"foster, promote. and develop foreign and domestic commerce." The Secretary of
Commerce also has the authority under 15 U.s.C. § 1525 to engage in joint projects on
matters of mutual interest with nonprofit organizations. Finally. 47 U.S.C.
§ 902 (b) (2) (H) authorizes NTIA. an agency within the Department. to provide for the
"coordination of the telecommunications activities of the executive branch."

THE ADMINISTRATIVE PROCEDURE ACT AND THE GOVERNMENT
CORPORATION CONTROL ACT ARE INAPPLICABLE TO ICANN'S FORMATION

The Department's efforts to privatize the domain name system began under a
rulemaking process subject to the Administrative Procedure Act (APA). However.
the Department did not violate the APA when it chose to issue a policy statement
instead of a rule since the Department responded to public comments by eliminating
the substantive regulatory requirements of the original proposed rule. In addition.
the Department was not under any legal obligation to make available for comment
the various proposals that private parties submitted in response to the policy
statement. Also. the Government Corporation Control Act was inapplicable to the
formation ofICANN since the Department did not acquire or establish ICANN.

Administrative Procedure Act Notice and Comment Requirements Are'Not Applicable
to the Department's Policy Statement

On June 10. 1998. the Department published a policy statement (called the White
Paper) in the Federal Register announcing that the government would be willing to
recognize. and enter into agreements with, a new, not-for-profit corporation
established by the private sector to administer the domain name system. Prior to the
policy statement, the Department had indicated that the privatization of domain name
system management would be under "a rulemaking proceeding subject to the
provisions of the [APA] until such time as the proceeding" was closed." To this end,
the Department had issued a request for comment and a notice of proposed
rulemaking.

The Administrative Procedure Act specifies the procedures that agencies must follow
when promulgating rules. The APA defines a rule as "the whole or a part of an
agency statement of general or particular applicability and future effect designed to
implement. interpret, or prescribe law or policy or describing the organization,
procedure, or practice requirements of an agency...." 5 U.S.C. § 551(4). The
Department's White Paper clearly prescribed "policy," and thus was not a rule under

" Letter from Larry Irving. former Administrator. NTIA. to Representative Tom Bliley.
Chairman. House Comm. on Commerce (May 6. 1998).

Page 9 GAO/OGC-OO-33R----{;onullerce and ICANN
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the APA definition. Some rules must be developed through an APA process which
calls for notice and comment, including publication of the proposed rule in the
Federal Register, opportunity for the public to comment, consideration of the
comments, and publication of the final rules with a statement explaining their basis
and purpose. This notice and comment process does not apply to general statements
of policy and therefore, in our opinion, does not apply to the White Paper.

The Attorney General's Manual on the APA provides the following definitions to
distinguish between general policy statements and substantive rules:

"Substantive Rules--rules, other than organizational or procedural ...
issued by an agency pursuant to statutory authority and which
implement the statute .... Such rules have the force and effect of law.

"Policy Statements--statements issued by an agency to advise the public
prospectively of the manner in which the agency proposes to exercise a
discretionary power.""

Distinguishing between a rule subject to the APA notice and comment requirements
and a policy statement is often difficult." An agency's classification of a document as
a policy statement is entitled to some deference. However, courts generally do not
find an agency's own label to be dispositive. Chamber of Commerce v. Occupational
Safety and Health Administration, 636 F.2d 464, 468 (D.C. Cir. 1980). Some have
suggested that the courts' reluctance to defer to the agency may stem from the
possibility that an ,agency may classi/)' its action as a policy statement to avoid pre­
enforcement judicial reviewI' or to circumvent required notice and comment. 17

14 See U.S. Department of Justice, Attorney General's Manual on the Administrative
Procedure Act 30 n.3 (l947).

15 See Orengo Caraballo v. Reich, 11 F.3d 186, 194 (D.C. Cir. 1993) (distinction between
rules or statements which are subject to the notice and comment requirements of the
Administrative Procedure Act and rules or statements which are exempt from those
procedures is notoriously "hazy"), quoting American Hospital Ass'n v. Bowen, 834 F.2d
1037,1045 (D.C. Cir. 1987)); General Motors Corp. v. Ruckelshaus, 742 F.2d 1561,1565
(D.C. Cir. 1984) (distinction between legislative and nonlegislative rules has been
described as "enshrouded in considerable smog"), quoting Noel v. Chapman, 508 F.2d
1023,1030 (2d Cir. 1975), cert. denied, 471 U.S. 1074 (l985)).

I' The distinction between a rule and a policy statement is relevant to reviewability. See
Limerick Ecology Action. Inc. v. U.S. Nuclear Regulatory Commission, 869 F.2d 719, 735­
736 (3d Cir. 1989) ("General policy statements, because they are ineffective except as
applied and defended in specific proceedings, are often insulated from judicial review at
the time of issuance. ").
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Generally, for a policy statement to be exempt, the statement must be tentative and
not intended to be binding. Hudson v. Federal Aviation Administration, 192 F.3d
1031 (D.C. Cir. 1999).

The Department's February 20, 1998, notice requested public comment on proposed
substantive regulatory provisions, including a variety of specific requirements for
membership in the new corporation that would manage the domain name system. In
response to comments it received, the Department said it eliminated the substantive
regulatory requirements of the original proposed rule. In light of this change, the
Department said it was appropriate to issue its general framework for privatizing
domain name system management as a policy statement since the statement
established no substantive regulatory regime. In the Department's view, the policy
statement only advised the public of the manner in which the Department would
prospectively undertake the transition. Thus, the Department contends that the
policy statement was not a substantive rule, did not contain any mandatory
provisions, did not have the force and effect of law, and was, therefore, in full
compliance with the APA.

The Department also concludes that it was under no legal obligation to make
available for comment the various proposals submitted in response to the policy
statement. In a November 5, 1998, letter to the House Commerce Committee
Chairman, the Department's Chief Counsel for Special Matters said these proposals
were not rulemakings subject to the notice and comment requirements of the APA or
other statutes. Further, the Department stated that to continue in the spirit of
openness and transparency, it posted all submissions and provided a lO·day comment
period. The Department thought the lO·day comment period balanced its desire to
receive public input and to promote transparency with the need to move
expeditiously.

We agree with the Department that the policy statement provided the public only
with a general framework on how the Department intended to proceed with the
transition. A number of important elements were left for private sector
determination. These elements included the makeup of the new corporation, the
establishment of the new corporation's board, and trademark dispute resolution.
Thus, we concur that the Department properly labeled its action as a policy
statement. We also agree that the Department was not obligated to follow the APA
process in reviewing the submissions sent in response to the policy statement.

(... continued)

17 Jeffrey S. Lubbers, American Bar Association, A Guide To Federal Agency Rulemaking
61 (3d ed. 1998).

Page 11 GAO/OGC·OO·33R--{;ommerce and ICANN



B-284206

The Department may have created an expectation that there would be a more open
process for selecting the corporation to manage the domain name system by
beginning the transition process pursuant to the APA's notice and comment process,
Several experts we spoke with expressed concerns with the process used to select
ICANN, One expert asserted that the group led by Dr. Postel was preselected,
Another stated that he had been misled into believing that, if more than one set of
bylaws were submitted, all parties would have to reach consensus, On the other
hand, at least one commentator has noted the difficulty of achieving consensus in the
ever-expanding Internet community,18 The Department contends that the process it
used struck a reasonable balance between involving the public in a transparent
process and moving the process forward, It also noted that it did not make a
determination that the ICANN proposal, as revised, represented a consensus view of
the Internet community, Rather, the Department concluded that ICANN represented
the best possible partner in the domain name system joint project.

Establishment of ICANN Was Not Subject to the Government Corporation Control
Act

The Government Corporation Control Act provides that "[aln agency may establish or
acquire a corporation to act as an agency only by or under a law of the United States
specifically authorizing the action," 31 USC, § 9102, Although the Department's
policy statement clearly contemplated the creation of a new private, not-for-profit
corporation, the Department did not establish or acquire ICANN, Thus, the
Government Corporation Control Act does not apply,

ICANN was established by Dr. Postel and others who sought to transform lANA into a
new corporate structure, The Department had no direct role in the drafting of
ICANN's corporate bylaws or the selection of its interim board of directors, The
Department also does not involve itself in the internal governance of ICANN or
oversee the corporation's daily operation, The Department states that its relationship
with ICANN is limited to its various agreements with the corporation and that its
oversight of the corporation is restricted to whether these agreements are being met,

We note that a similar situation was presented in Varicon International v, Office Qf
Personnel Management, 934 F, Supp, 440 (D,D,C, 1996), There, a federal district
court in the context of a request for a preliminary injunction considered whether the
Office of Personnel Management (OPM) violated the Control Act when it created a
new corporation, United States Investigative Services (USIS), to provide certain
personnel investigative services previously performed directly by OPM, After noting

18 Joseph P, Liu, Legitimacy and Authority in Internet Coordination: A Domain Name Case
Study, 74 Ind, L. J, 587,613-14 (1999),
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that the government would have no control over the USIS board of directors,
management, or employees, except as provided for by government contract, the court
determined that USIS appeared to be a private corporation and not a government
corporation. We believe that ICANN presents a similar situation and that the
establishment ofiCANN did not violate the Government Corporation Control Act. 19

ICANN'S INTERIM BOARD WAS SELECTED PRIMARILY BY ONE INDIVIDUAL AND
NOT THE DEPARTMENT

According to ICANN, the late Dr. Postel selected the interim board. Dr. Postel, a
pioneer of the domain name system, was the leading advocate for transforming lANA
into the new entity called for under the Department's policy statement. The
selections were made after Dr. Postel, acting for lANA, invited and considered
suggestions from the Internet community. Although ICANN officials and
representatives offoreign governments consulted Department officials, it does not
appear that the Department either selected or nominated particular persons for
ICANN's interim board.

Many questions surround the selection of ICANN's interim board. Some in the
Internet community characterize the selection process as mysterious. Others note
that they do not know on what basis individuals were selected to serve on the interim
board. For example, an expert we spoke with mentioned that he had provided
Dr. Postel with suggestions for the board but that none of his nominees had been
selected. ICANN officials state that while input from the community was important,
it was up to ICANN organizers to make the final selection.

According to congressional testimony by Dr. Postel, lANA could only devise one
workable method for creating an interim board. 2O This method was to invite
suggestions from everyone, to consider and seek reactions to those suggestions, and
finally to come up with a proposed board able to command the consensus support of

19 This contrasts with the actions of the Federal Communications Commission which we
found violated the Government Corporation Control Act by directing the creation of two
corporations to administer the universal service programs authorized under the
Telecommunications Act of 1996. See Letter to the Honorable Ted Stevens, B-278820,
Feb. 10, 1998.

20 Transferring Domain Name System to Private Sector: Hearings Before the Subcomm.
on Basic Research of the House Comm. on Science, 105th Cong., 2d Sess. (1998)
(statement of Dr. Jon Postel, Director, Computer Networks Division, Information
Sciences Institute, University of Southern California).
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the Internet community. But the subsequent difficulties of reaching consensus
regarding representatives of the various Internet stakeholders called for a different
approach. Dr. Postel stated that lANA focused instead on choosing people of
outstanding credentials and reputations who had not been engaged in the domain
name system debates and whom the Internet community would recognize and
support as qualified and neutral. In a letter dated July 1999 to the House Commerce
Committee Chairman, ICANN explained that Dr. Postel made the final decisions on
who would be invited, after considering advice and recommendations and coming to
a judgment that this group of individuals was likely to receive consensus support
from the Internet community'l

On behalf of ICANN, Dr. Postel submitted to the Department on October 2, 1998, a
proposal that included an interim board. Although ICANN had been formally
incorporated in California, it had not yet elected a board of directors or adopted
bylaws. Dr. Postel indicated that such action would not be taken until the
Department had completed its review ofICANN's proposal. However, Dr. Postel died
before the end of the process. Shortly afterwards, on October 25, 1998, the nominees
to the ICANN board met in person and by telephone and decided the most prudent
course, in view of Dr. Postel's death, was for the interim board to be officially
constituted. This would allow the process begun by Dr. Postel and others to go
forward."

Department officials state that the Department's personnel were not involved in the
consideration or selection of proposed ICANN interim board members. However,
Department officials acknowledge that various private sector and governmental
interests did seek guidance from Department personnel during this process.
According to Department officials, they informed those seeking their views that the
U.S. government had no position as to possible candidates for an interim board.
Moreover, Department officials say they referred callers from foreign governments to
appropriate parties, such as Dr. Postel.

2l Letter from [CANN to Representative Tom Bliley, Chairman, House Comm. on
Commerce (July 8, 1999) (Iocated at <http://www.icann.org/corres[!ondence/bliley­
response-08juiy99.htm> (visited May 18, 2000)).

" 1CANN has not yet completed the process to elect its board of directors. See Enclosure
IV.
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THE DEPARTMENT HAS THE AUTHORITY TO ENTER INTO AGREEMENTS WITH
THIRD PARTIES AND TO PARTICIPATE IN CERTAIN ICANN ACTIVITIES

The Department has authority to enter into its three major agreements with ICANN:
(1) the memorandum of understanding for a joint domain name system project, (2) a
cooperative research and development agreement to study the root server system,
and (3) a sole source contract to perform certain technical functions relating to the
coordination of the domain name system. The Department also has authority, in
order to carry out the President's directive, to send participants to ICANN's public
meetings and to represent the government on ICANN's Governmental Advisory
Committee.

The Department Has Authority to Enter Into Agreements With Third Parties

The Department states that ICANN has undertaken certain specified management
functions on behalf of the U.S. government under the three agreements it has with
ICANN. Currently, the Department has entered into three major agreements with
ICANN: (1) the memorandum of understanding, (2) the cooperative research and
development agreement, and (3) the sole source contract. Moreover, the Department
states that no government functions or property have been transferred under these
agreements: The Department notes that the agreements are congressionally
approved mechanisms used by federal agencies to enter into agreements with third
parties.

The Department has the authority under 15 U.s.C. § 1525 to enter into agreements
with nonprofit entities, such as ICANN, to conduct joint projects on matters of
mutual interest. Additionally, the Department, through the National Institute of
Standards and Technology (NIST) laboratory, has the authority to enter into
cooperative research and development agreements. A cooperative research and
development agreement is an agreement between one or more federal laboratories
and one or more nonfederal parties. Under such an agreement, NIST provides
personnel, services, facilities, equipment, intellectual property, or other resources
with or without reimbursement (but not funds to nonfederal parties) and the
nonfederal parties provide funds, personnel, services, facilities, equipment,
intellectual property, or other resources toward the conduct of specified research or
development efforts which are consistent with the mission of the laboratory.
15 U.s.C. § 371Oa(d) (1). The Department has authority to enter into sole source
contracts with private parties under certain conditions. 41 U.S.C. § 253 (c) (I). Each
agreement is discussed in turn below.
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Memorandum of Understanding for a Domain Name System Joint Project

The Department and ICANN entered into a memorandum of understanding on
November 25. 1998. The Department considers the memorandum of understanding to
be ajoint project agreement. The purpose of the agreement is to ensure that the
private sector has the capabilities and resources to assume technical management of
the domain name system before it is transferred from the government. Thus. the
agreement specifies that the parties would collaborate in a domain name system
project to 'Jointly design, develop. and test the mechanisms, methods. and
procedures that should be in place and the steps necessary to transition management
responsibility for domain name system functions ... to a private-sector not-for-profit
entity." The parties agreed to prepare ajoint domain name system project report to
document conclusions of the design. development. and testing.

The domain name system management functions include:

• establishment of policy for and direction of the allocation of Internet Protocol
number blocks;

• oversight of the operation of the authoritative root server system;
• oversight of the policy for determining the circumstances under which new top­

level domains would be added to the root system;
• coordination of the assignment of other Internet technical parameters as needed

to maintain universal connectivity on the Internet; and
• other activities necessary to coordinate the specified domain name system

management functions. as agreed by the parties.

The agreement prohibits ICANN from acting as a domain name registry or registrar or
Internet Protocol address registry." However. this prohibition was not intended to
prevent either ICANN or the government from taking reasonable steps to protect the
operational stability of the Internet in the event of the financial failure of a registry or
registrar or other emergency." The agreement is scheduled to terminate on
September 30. 2000. but may be amended at any time by mutual agreement of the
parties.

" Internet Protocol registries allocate Internet Protocol address space to Internet Service
Providers and end users. An Internet Protocol address is the numerical address by which
a location in the Internet is identified.

" However, the Department stated it "has no legal relationship with any domain name
registrar other than Network Solutions. Inc. (NSI). Thus. the Department believes that it
would not be liable in the event of a financial failure of a registrar." Letter from Andrew
]. Pincus. General Counsel, Department of Commerce. to Michael R. Volpe. Assistant
General Counsel. General Accounting Office (Mar. 3. 2000) (footnote omitted).
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Cooperative Research and Development Agreement to Study the Management
of the Root Server System

In June 1999, the Department and ICANN entered into a cooperative research and
development agreement (root server study agreement) to collaborate on a study and
process for making the management of the root server system more "robust and
secure." The root server system is composed of 13 file servers containing copies of
the root zone file databases listing all domain names. Its operation ensures the
consistent resolution of domain name queries.

The root server study agreement addresses three issues. The first is the operational
requirements of root name servers, including host hardware capacities, operating
system and name server software versions, network connectivity. and physical
environment. The second involves examination of the security aspects of the root
name server system and review of number, location. and distribution of root name
servers. The third is the development of procedures for the root system. including
formalization of contractual relationships under which root servers throughout the
world operate.

The Department stated that. in this and other cooperative research and development
agreements. although the collaborative activity will transfer technology from the
federal laboratory to the nonfederal partner. the first order of business is often the
creation of the knowledge and technology to be transferred. ICANN will work with
NIST and NTIA to address the technical management of the entire root server system.

The root server study agreement includes a proposed duration and anticipates that an
interim report would be submitted by December 31. 1999. and a final report by
September 30. 2000. As of June 1. 2000, the interim report had not been submitted.
However, the Department states that it expects to receive a report from the non­
Commerce Department collaborators. which will summarize the activities of the
ICANN's DNS Root Server System Advisory Committee to date. by the end of June.

Sole Source Contract Transferring the lANA Functions to ICANN

A complicated history underlies the sole source contract between ICANN and the
Department under which ICANN performs the lANA functions formerly performed by
the University of Southern California. The lANA functions include coordination of
the assignment of technical protocol parameters, allocation of Internet Protocol
address blocks. and administrative functions associated with root management.
These functions were previously performed pursuant to the Teranode Network
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Technology contract, which the Department of Defense (DOD) awarded to the
Information Sciences Institute of the University of Southern California'S This
contract is still ongoing. However, according to the university, the government no
longer funds the performance of these lANA functions under this contract"

In December 1998, ICANN entered into a transition agreement with the University of
Southern California, asserting the authorization of NTIA, under which the university
relinquished and ICANN assumed the performance of the chief functions previously
performed as the lANA project under the DOD contract." However, the Department
states it did not participate in the negotiation of the transition agreement. Under this
agreement, the university transferred to ICANN certain roles, responsibilities, assets,
and personnel associated with the performance of the lANA functions. ICANN
assumed responsibility for all lANA-related operating expenses after the date of the
agreement.

Shortly after ICANN entered into the transition agreement, the Department
announced its intention to issue a sole source contract to ICANN to perform the
lANA functions" Under its justification for other than full and open competition, the
Department noted that only one responsible source was available." Several months

1S According to an attorney for the University of Southern California, prior to the
Teranode Network Technology contract, the university had been performing the IANA
functions since 1977 under previous contracts with DOD.

26 The Department notes that it is in the process of identifying funds and a mechanism for
transferring such funds to DOD to cover a portion of the costs for the final 15 months of
the university contract with DOD for lANA functions.

" According to an attorney for the University of Southern California, the U.S. government
did not formally approve the transition agreement. This approval was proVided under the
Department's sole source contract with ICANN to undertake the lANA functions.

18 The synopsis of NIST's intent to enter into a sole source contract with ICANN was
published in Commerce Business Daily on January 4, 1999, and amended on February 9,
1999.

" Five protests were submitted to the General Accounting Office in response to the
January 6, 1999, posting of the CBD notice. In response to the Department's amendment
of the CBD notice and the incorporation of note 22 which invites parties to identify their
interest and capabilities to an agency within 45 days after publication of a sole-source
synopSiS for the agency's consideration in determining whether to proceed on the
intended basis, these protests were dismissed. Subsequent to the amended CBD notice,
two additional protests were filed. These were dismissed because where a CBD notice
references note 22, we reqUire a protester to submit a timely expreSSion of interest and
receive a negative agency response as a prerequisite to filing a protest challenging the
agency's sole source decision.
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later, in February 2000, the Department modified the contracting vehicle (changing
from a request for proposal to a request for quotation) and entered into a purchase
order contract with ICANN for performance of the lANA functions.

The Department said it contracted with ICANN "[b]ecause the lANA functions
continue to be vital to the stability and smooth functioning of the Internet ..." In this
regard, the administrative functions to be performed under the contract include
responsibility for receiving country code top-level domain delegation and
redelegation requests, investigating these requests, and making recommendations to
the Department. For example, ICANN recently considered the request for delegation
of a country code top-level domain to Palestine. ICANN recommended the delegation
of".ps" to the Government Computer Center operating in the Occupied Palestinian
Territory. After reviewing ICANN's report, the Department approved the necessary
changes in the authoritative root.

The contract is to be performed at no cost to the United States government. The
contract permits ICANN to establish and collect fees from third parties for the
performance of the lANA functions. The fee levels are to be approved by the
Department and are not to exceed the cost of providing the service. According to the
Department, the estimated value of the purchase order is less than $10,000. The
period of performance for the contract is through September 30, 2000, and a
performance progress report is required every three months. A final performance
report is also required. So far, ICANN has not submitted any progress reports. The
Department states that it expects to receive the first performance report by the end
of June 2000. That report will cover the period from February 8, 2000, through May 9,
2000. The Department will post the report on NTIA's website and also expects that
this report will be posted on ICANN's website.

The Department Is Contemplating Extending the Agreements

The domain name system project and the sole source contract are scheduled to end
on September 30, 2000, and the cooperative research and development agreement has
a proposed completion date of September 2000. The Department states that it is
contemplating extending these agreements and is currently assessing the progress of
these activities, what tasks remain to be completed, and what extension will be
necessary. Further, the Department notes that it also may enter into future additional
agreements with ICANN for other domain name system management responsibilities.

A number of the experts we spoke with expressed concern that the Department
would prematurely withdraw from its role in the domain name system. They felt that
the Department's role provides stability and that responsibility for managing the
domain name system should not be handed off until there is assurance the private
entity can do a satisfactory job. At least one commentator has agreed that some
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continuing background government presence may be necessary "in order to maintain
both the operative de~ree of legitimacy and control over" the coordination functions
performed by ICANN. 0 However, others expressed concerns that foreign
governments would object if the Department continued control.

Although the agreements may expire soon, a number of important tasks still remain,
including the election of the entire ICANN board of directors, the addition of new
generic top-level domains, and the creation of policies connected with country code
top-level domain administration.

The Department Has Authority to Participate in ICANN's Open Meetings and on
ICANN's Governmental Advisory Committee

In order to carry out the President's directive to support efforts to privatize the
domain name system, the Department has authority under Executive Order 12046 and
NTIA's statutory authority to participate in ICANN's open meetings and on ICANN's
Governmental Advisory Committee. ICANN public forums and open board of
directors meetings take place three to four times per year. According to the
Department, it does not participate in ICANN decision-making at these meetinl?' The
Department also participates on ICANN's Governmental Advisory Committee.
Under ICANN's bylaws, the Governmental Advisory Committee considers and
provides nonbinding advice on ICANN activities that may relate to concerns of
governments, particularly where there may be an interaction between ICANN's
policies and laws or international agreements. The committee currently consists of
more than 50 governments and multinational treaty organizations. Not all members
are active participants.

The Department notes that the Governmental Advisory Committee typically meets in
conjunction with the ICANN board meeting. At the end of its meeting, the committee

JO See Joseph P. Liu, Legitimacy and Authority in Internet Coordination: A Domain Name
Case Study. 74 Ind. L. J. 587, 618-25 (l999).

31 The Governmental Advisory Committee is not subject to the Federal Advisory
Committee Act. The Federal Advisory Committee Act imposes a number of requirements
on agencies that establish or utilize a committee or similar group in the interest of
obtaining advice or recommendations. 5 U.S.C. App. 2. However, these requirements do
not apply to ICANN's use of its own committees to obtain advice on carrying out its
responsibilities. See Food Chemical News v. Young. 900 F.2d 328 (D.C. eir. 1990), cert.
denied, 498 U.S. 846 (l990) (holding that an expert panel established by a private
contractor to assist the Food and Drug Administration was not an advisory committee
within the meaning of the Federal Advisory Committee Act).
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issues a report to the public that summarizes its discussions and indicates the time
and place of the next committee meeting. An agenda is made available on both the
committee website and the ICANN website prior to the meeting. Minutes of each
committee meeting are posted on these sites. A portion of each committee meeting is
set aside for public questions and answers, and many portions of its regular meetings
are open to the public.

According to the Department, two officials from the Department serve as the United
States representative and advisor and participate in meetings and deliberations of the
committee. The Department states that the Secretary of Commerce gave NTIA lead
responsibility for the Department's efforts to privatize domain name system
management. Thus, NTIA personnel generally serve on the Department's behalf on
ICANN's Governmental Advisory Committee. Also, from time to time, staff of the
Department's Patent and Trademark Office participate in the committee meetings. In
the Department's view, with which we agree, its participation is consistent with
Executive Order 12046" and NTIA's statutory authority as the executive branch's
principal adviser on domestic and international telecommunications and information
policy issues." Executive Order 12046 relates in part to the transfer of
telecommunications functions to the Secretary of Commerce. Congress subsequently
assigned these functions to the NTIA." Attending international telecommunication
meetings and serving on an international advisory committee is consistent with these
authorities.

Under Executive Order 12046, the Secretary of Commerce is to coordinate
preparations for United States participation in international telecommunications
conferences and negotiations. The Secretary is also responsible for providing advice
and assistance to the Secretary of State on international telecommunications policies
to strengthen the position and serve the best interests of the United States, in support
of the Secretary of State's responsibility for the conduct of foreign affairs. Exec.
Order No. 12046, § 2-404. The executive order also provides that the Secretary of
State shall exercise primary authority for the conduct of foreign policy, including the
determination of United States positions and the conduct of United States
participation in negotiation with- foreign governments and international bodies. Exec.
Order No. 12046, § 5-201.

" 43 Fed. Reg. 13,349 (1978).

"The National Telecommunications and Information Administration Organization Act, as
amended, 47 USC. § 901 (c) (3), sets forth NTIA's responsibility for "facilitating and
contributing to the full development of competition, efficiency, and free flow of
commerce in domestic and international telecommunications markets."

34 Section 902(b) of title 47, United States Code, assigns to the Assistant Secretary and
NTIA the Secretary of Commerce's domestic and international communications and
information functions under Executive Order 12046. -
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According to the Department, the Governmental Advisory Committee is not an
international negotiating body nor are the recommendations of the committee
binding on any government. The Department states, however, that NTIA does seek
input from and will report back to other executive branch agencies through an
interagency working group on the domain name system that includes State
Department personnel. NTIA personnel also consult with State Department
personnel informally on matters involving the expertise of that agency.

THE DEPARTMENT IS AUTHORIZED TO EXPEND FUNDS TO PARTICIPATE IN
ICANN'S PROCEEDINGS AND ACTIVITIES

In the discussion in the previous sections, we noted that the Department has
authority to enter into various agreements, to attend ICANN's public forums and
board of directors meetings, and to participate in ICANN's Governmental Advisory
Committee. It follows then that the Department has the authority to expend funds to
carry out these activities. Data from the Department indicates that it spent just under
$250,000 in the period October 1998 through April 2000 on salaries and expenses
arising from the Department's relationship with ICANN. The Department said that
sum includes $177,361, which arises from agreements between ICANN and the
Department and Network Solutions; $40,028, due to congressional oversight of
Department activities in domain name system privatization; $15,899 for travel to
participate in ICANN; and $13,357 for travel for participation in ICANN's
Governmental Advisory Committee. These sums total $246,645, exclusive of
incidental expenses such as copying and secretarial support.

In reporting its costs for participation in agreements with ICANN, the Department
noted that the memorandum of understanding with ICANN specifies that "each party
shall bear the cost of its own activities under the agreement." The attachment
estimates a "six-month budget for Department of Commerce expenses (subject to
change) of $250,000-$350,000." Regarding the cooperative research and development
agreement, the Department said this agreement does not allow it to l;ontribute to
ICANN and no costs are attributable to the Department on this score. As for the cost
of the lANA functions, the Department said these functions currently are provided
under a no-cost contract.

OFFICE OF MANAGEMENT AND BUDGET CIRCULAR A-25 DOES NOT APPLY TO
ICANN

ICANN initially proposed a yearly user fee of $1 per domain name registered, but has
since eliminated this fee. Office of Management and Budget Circular A-25 (Circular
A-25), which relates to cost recovery through user charges by federal government
agencies, is not applicable to a nongovernmental entity such as ICANN. ICANN,
however, is a project partner under the memorandum of understanding. In keeping
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with Circular A-25, which is applicable to the Department, it is the Department's
policy to allow project partners only to recover actual project costs, thus limiting the
amount of potential fees, but not prohibiting their imposition, We note, however, that
the memorandum of understanding does not address the issue offees or limiting fees
to recovery of actual project costs,

ICANN's Proposed User Fee

In calling for a new not-for-profit corporation, the Department stated that Internet
stakeholders, including registries and registrars, should fund the new corporation,
ICANN concluded that it should initially finance its operations through a payment by
registrars of a user fee of $1 per year per domain name registered, On February 8,
1999, ICANN posted advance copies of the registrar accreditation guidelines,
including the draft accreditation agreement with this payment obligation for public
comment.

ICANN's proposed fee was the subject of criticism," Although the Department
believed that ICANN was legally authorized to impose the fee, it stated that ICANN
should eliminate the $1 fee due to its controversial nature, The Department also
requested a delay in adoption of a permanent financing method for ICANN until
ICANN's elected board members were in place. The Department sent a letter to
ICANN outlining these recommendations. On July 19, 1999, ICANN responded that it
would defer collection of the $1 fee, but expressed concern regarding its ability to
recover costs in absence of a fee arrangement."

Circular A-25 Provides No Affirmative Authority for ICANN to Impose User Fees

Circular A-25, which relates to cost recovery by federal government agencies,
provides no affirmative authority to a nongovernmental entity such as ICANN to
impose fees, Circular A-25 provisions are applicable to federal agencies in
determining user fees under the Independent Offices Appropriations Act, 31 USc.
§ 9701 (1983), Under the act, unless Congress expressly delegates user-fee authority
to a particular executive agency, user fees imposed by an agency for a governmental
or government-controlled service must be imposed by regulation and must not

" Several groups, including the Americans for Tax Reform, criticized the $1 charge as
being an illegal tax on domain name holders,

" Since eliminating the $1 yearly fees, funding has been a source of concern for ICANN,
See Enclosure Vfor a discussion of lCANN's funding situation and current budget.

Page 23 GAOIOGC-OO-33R-Commerce and ICANN



B-284206

exceed the cost of providing the service." The act, however, only applies to a
"service or thing of value provided by [an] agency." 31 U.S.C. § 9701 (b). As a
nongovernmental entity, ICANN is not within the scope of the Independent Offices
Appropriations Act and Circular A-25.

The application of the Independent Offices Appropriations Act to the domain name
registration process was discussed in Thomas v. Network Solutions, Inc., 176 F.3d
500,511 (D.C. Cir. 1999), cert. denied, 120 S. Ct. 934 (2000). In finding that domain
name registration is not a government service under the act, the court discussed
several aspects of domain name registration. First, the court noted that no federal
agency is under a statutory duty to register domain names. Moreover, the court
stated that although domain name registration may serve the public, this does not
make domain name registration a governmental service." Finally, the court
concluded that the Independent Offices Appropriations Act applies to moneys bound
for the federal treasury, but not to fees paid to nongovernmental entities"

As noted above, ICANN would not be within the scope of the Independent Offices
Appropriations Act and Circular A-25. However, the Department stated that its policy
is to hold project partners to the same standards applicable to the Department,
allowing only for ICANN's recovery of actual project costs. This policy would limit
the amount of potential fees, but not prohibit their imposition. While the Department
states that ICANN is not imposing fees on Internet users to recover ICANN's costs,
the memorandum of understanding does not address the Department policy nor
prohibit the imposition of fees. According to the Department, the memorandum of
understanding did not address the Department's policy because ICANN's budget for
the first 6 months of the project did not contemplate a user fee. The Department
states that had ICANN proposed a user fee to recover costs for memorandum of
understanding tasks, then the Department would have reviewed the proposed fee to
assure that it complied with the Department's policy.

" The Supreme Court interpreted the predecessor statute to the Independent Offices
Appropriations Act as prohibiting an agency from collecting nearly any payment that
exceeds the agency's cost. See National Cable Television Association, Inc. v. United
States, 415 U.S. 336, 343 (1974).

" See San Francisco Arts & Athletics, Inc. v. United States Olympic Comm., 483 U.S. 522,
543-44 (1987) (stating that although a private entity may perform a function serving the
public, this does not make its acts governmental).
39 Thomas, 176 F.3d at 510-11.
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THE DEPARTMENTS AUTHORITY TO TRANSFER CONTROL OF THE
AUTHORITATIVE ROOT SERVER IS UNCLEAR BUT THE DEPARTMENT HAS NO
CURRENT PLANS TO EFFECT SUCH A TRANSFER

It is unclear whether the Department has the authority to transfer control of the
authoritative root server to ICANN. Although control over the authoritative root
server is not based on any statute or international agreement, the government has
long been instrumental in supporting and developing the Internet and the domain
name system. The Department has no specific statutory obligations to manage the
domain name system or to control the authoritative root server. It is uncertain
whether transferring control would involve the transfer of government property to a
private entity. However, to the extent it would, it is unclear if the Department has the
requisite authority to effect such a transfer. Determining whether there is
government property involved may be difficult. Since the Department states that it
has no plans to transfer policy control of the authoritative root server, it has not
examined these issues. Currently, under the cooperative agreement with Network
Solutions, the Department has reserved final policy control over the authoritative
root server.

The Department's Authority to Transfer Control Is Unclear

The question of whether the Department has the authority to transfer control of the
authoritative root server to ICANN is a difficult one to answer. There are no
statutory authorities or international agreements governing the management and
operation of the domain name system and the authoritative root server, although
several federal entities have facilitated and funded its development. As we noted
earlier, Congress has not chosen to legislate in this area." The government has long
been instrumental in supporting and funding the Internet and the domain name
system. Major components of the domain name system were developed by, or under,
agreements with agencies of the U.S. government. As part of the development of
ARPANET, Dr. Postel first deployed the root server system pursuant to a contract
between the Department of Defense and the University of Southern California's
Information Sciences Institute. Since 1993, Network Solutions has been responsible

" The NSF Appropriations Act for fiscal year 1999 prohibited the agency from spending
any funds to support administering the domain name system. Pub. L. No. 105-276, 112
Stat. 2461, 2505 (1998). The House Report accompanying this legislation explained that
this language was "to make it clear that NSF will no longer have the governmental
responsibility to administer the domain name and numbering system of the Internet.
While NSF may have appeared to be a logical choice to have such a mission several years
ago, the overwhelming growth and maturity of the Internet clearly point to other agencies
of government, such as the Commerce Department, as the better candidates to oversee
the system." H. R. Rep. No. 610, 105,h Cong., 2d Sess. 101 (1998).
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for administering additions and deletions to the authoritative root server database in
accordance with the cooperative agreement it had with the NSF and now has with the
Department.

In its 1998 policy statement, the Department announced that the U.S. government was
prepared to enter into agreements with a new not-for profit corporation to administer
policy for the domain name system. The policy statement also stated that "overall
policy guidance and control of the [top level domains] and the Internet root server
system should be vested in a single organization that is representative of Internet
users around the globe."

In its policy statement, the Department was announcing that it planned to phase out
its management role over the domain name system, a role that the government had
assumed when the ARPANET was first developed. Since it is a role not specifically
required by statute, the Department was not delegating or transferring a statutory
duty when it proposed to transition administrative control over the domain name
system to a private entity." The Department undertook its domain name system
management responsibilities to carry out the President's directive to support efforts
to privatize the domain name system." Under these circumstances, neither the
Department nor any other federal agency is under an explicit statutory obligation to
manage the domain name system including control over the authoritative root server.

It is also unclear whether such a transition will involve a transfer of government
property to a private entity. If so, the transfer would have to be consistent with
federal property laws" It may be difficult to determine the government's property
interests connected with the root server system since the government's involvement
in the development of the Internet stems from government contracts and other

" The delegation from an agency to a private party is sometimes referred to as the
doctrine of subdelegation, with the original delegation between Congress and the agency.
In a delegation challenge, the relevant inquiry is whether Congress intended to permit the
agency to delegate the authority conferred by Congress and the issue is whether the
federal agency retains final reviewing authority. See National Parks and Conservation
Ass'n v. Stanton, 54 F.Supp.2d 7,18-19 (D.D.C. 1999) (citations omitted). Here, Congress
has never delegated responsibility to manage the domain name system to any federal
agency.

" The Department assumed this responsibility under its general authority to foster,
promote, and develop foreign and domestic commerce, 15 U.S.C. § 1512, and in its
capacity to coordinate the telecommunications activities of the executive branch,
47 U.S.C. § 902.

" Under the Property Clause of the Constitution disposal of government property
requires statutory authority. U.S. Constitution, Art. IV, § 3, d. 2.
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agreements and the language and practices under them over a 30-year period. The
Department has not determined whether the transition will entail the transfer of such
property and so it is unclear if the Department has the requisite authority to effect
such a transfer.

The Department states that to date it has not transferred any government property to
ICANN under the agreements it currently has with the corporation nor does it plan to
do so. The Department also states that it has no current plans to transfer policy
authority for the authoritative root server to ICANN, and therefore it has not
developed a scenario or set of circumstances under which such control would be
transferred. Thus, it remains unclear whether a transfer of policy control would
involve the transfer of government property. Specifically, in response to our question
regarding its legal authority to transfer control over the authoritative root server to
ICANN or the necessity for legislation to do so, the Department's general counsel
advised us by letter dated June 7, 2000:

"In the absence of such plans, we have not devoted the possibly
substantial staff resources that would be necessary to develop a legal
opinion as to whether legislation would be necessary to do so. In the
absence of the underlying legal analysis, we decline to speculate about
such an important issue."

The Department Has No Plans to Transfer Control of the Authoritative Root Server

The Department reserved final policy control over the authoritative root server by
amending the cooperative agreement the government had with Network Solutions.
The first step to achieving this was to transfer the responsibilities for the cooperative
agreement from NSF to the Department. This occurred in September 1998 under a
memorandum of agreement between the two agencies. This agreement noted that to
ensure the seamless and stable transition from the existing Internet administration to
a private sector management governance structure, it was in the mutual interest of
both agencies to transfer authority to administer the cooperative agreement with
Network Solutions to the Department and to cooperate in negotiating the terms of the
"ramp down" of the cooperative agreement." The principal purpose of the agreement
was to assist the Department in carrying out the President's directive.

.. The objective of the "ramp down" was to introduce competition into the domain name
space. Under the ramp down Network Solutions was expected to take specific action
that would permit the development of competition in domain name registration and what
would be expected in the presence of marketplace competition. It was also anticipated
that Network Solutions would recognize the role of the new corporation that would be
managing the domain name system.
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Shortly after the responsibilities for the cooperative agreement were transferred to
the Department, the Department and Network Solutions entered into "Amendment
11" to the agreement. The purpose of this amendment was to facilitate the stable
evolution of the Internet domain name system in accordance with the Department's
policy statement. Among other things, the amendment authorized Network
Solutions' continued operation of the "A" root server and clarified that this root
server would be operated at the direction of the Department. Under this amendment,
Network Solutions must receive written authorization from a Department official
before making or rejecting any modifications, additions, or deletions to the root zone
file."

The Department's authority under Amendment I I was noted in a recent court
decision regarding Network Solution's operation of the "A" root server." In 1996 a
private corporation, PGMedia, established a registry to compete with Network
Solutions and began to accept domain name registration under hundreds of new
generic top level domains. PGMedia later requested that Network Solutions add the
new generic top level domains to the "A" root server, and after Network Solutions
declined to do so, PGMedia filed suit against Network Solutions charging antitrust
violations.

PGMedia claimed that Network Solutions had monopoly control of an essential
facility and had denied use of that facility to PGMedia in violation of antitrust laws.
Network Solutions argued that because it had a contract with a federal agency-NSF
and then the Department-the actions it took to comply with this contract were
entitled to antitrust immunity. The court found that NSF had clear authority to
manage the domain name system and that the cooperative agreement was valid under
the Federal Grant and Cooperative Agreement Act." Further, the court found that
NSF had the discretion to add new top level domains and had given that authority to
Network Solutions but that under Amendment 11 the Department had taken the

" Specifically, Amendment II to the cooperative agreement provides "While Network
Solutions continues to operate the primary root server, it shall request written direction
from an authorized [Department] official before making or rejecting any modifications,
additions or deletions to the root zone file. Such direction will be provided within ten
(10) working days and it may instruct Network Solutions to process any such changes
directly by [ICANN] when submitted to Network Solutions in conformity with written
procedures established by [ICANNI and recognized by the [Department]." located at
<h ttV:1Iwww.ntia.doc.gov/ntiahome/domainnamelvroposals/docnsiI00698.htm> (visited
May 18, 2000).

"See PGMedia, Inc. v. Network Solutions, Inc., 51 F.Supp.2d 389 (S.D.N.Y. 1999).

"See 42 U.S.C. §§ 1870(c), 1862(a) (4), and 1862(g).
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authority back." The court stated that both NSF and the Department would have had
antitrust immunity had they run the domain name system and the"An root server
themselves, and found that Network Solutions had immunity for its actions taken
pursuant to a valid cooperative agreement." Further, the court noted

"The Government, having been instrumental in supporting and fostering
the development of the Internet and the Domain Name System, now has
adopted a clearly articulated policy of getting out of the way in the
future and letting the consensus of the Internet community, as
articulated through the new ICANN, govern this powerful yet fragile
technology. Since i( is not entirely clear how the policy will be
implemented, it would be inappropriate for this Court to take any
action which might interfere with the future steps the [Department]
mayor may not take." PGMedia, at 406.

In the fall of 1999, the Department signed agreements with ICANN and Network
Solutions that included extending the Department's cooperative agreement with
Network Solutions for four years, and in certain circumstances, for an additional four
years. Under these agreements, Network Solutions recognized ICANN and agreed to
operate the registry for the .com, .net, and .org domains in accordance with
provisions of the registry agreement between ICANN and Network Solutions and the
policies established by ICANN in accordance with the terms of that agreement. The
Department's approval is required for the transfer of Network Solutions registry
operations and for the designation of a successor registry by ICANN. The agreements
also provided that ICANN's authority to set policy for the registry may be terminated
if ICANN breaches the registry agreement and fails to remedy that breach, the
Department withdraws its recognition of ICANN, or the Department concludes that
ICANN has not made sufficient progress towards entering into agreements with other
registries and Network Solutions is competitively disadvantaged. Further, the
agreements provided that if ICANN's authority were terminated, the Department
would assume the policy-setting function.

.. Plaintiff did not challenge the validity of Amendment 11 or the memorandum of
agreement between NSF and the Department.

"PGMedia. Inc. v. Network Solutions, [nc., 51 F.Supp.2d 389, 405 (S.D.N.Y. 1999), affd
sub. nom. Name.Space, Inc. v. Network Solutions. [nc., 202 F.3d 573 (2d Cir. 2000)
(noting that Network Solutions was entitled to implied antitrust immunity for the
conduct at issue in the case, as such conduct was expressly directed by the government,
and the terms of the cooperative agreement, and because it was in furtherance of the
government's policy with respect to the management of the domain name system).
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The agreements make clear that the Department retains final policy authority over
the "A" root server. A fact sheet on the agreements contained the following
statement with respect to the management of the authoritative root server:

"Nothing in these agreements affects the current arrangements
regarding management of the authoritative root server. [Network
Solutions] will continue to manage the authoritative root server in
accordance with the direction of the Department of Commerce. The
Department of Commerce expects to receive a technical proposal from
ICANN for management of the authoritative root and this management
responsibility may be transferred to ICANN at some point in the future.
The Department of Commerce has no plans to transfer to any entity its
policy authority to direct the authoritative root server."50

Since the signing of these agreements. the Department and ICANN have entered into
a sole source contract. This contract involves the performance by ICANN of
administrative functions associated with root management. The contract states

"This [administrative] function, however. does not include authorizing
modifications. additions. or deletions to the root zone file or associated
information that constitute delegation or redelegation of top-level
domains. The purchase order will not alter root system responsibility
defined in amendment 11 of the Cooperative Agreement."

According to the Department. it has no current plans to transfer policy authority for
the authoritative root server to ICANN. nor has it developed a scenario or set of
circumstances under which such control would be transferred.

AGENCY COMMENTS

We provided a draft of the report to the Departments of Commerce and Justice. the
National Science Foundation. the National Security Agency, and the Defense
Advanced Research Projects Agency, as well as ICANN and Network Solutions, Inc.
for their review and comment. The Department of Commerce provided technical and
editorial comments which we incorporated in the report. The Department's written
comments appear in Enclosure VI. The National Science Foundation and ICANN

50 Fact Sheet on Tentative Agreements Among ICANN. the U.S. Department of
Commerce. and Network Solutions, Inc. located at <http://www.icann.org/
nsi/factsheet.htm> (visited May 18. 2000).
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provided technical and editorial comments which we incorporated as appropriate.
The other agencies and Network Solutions. Inc. did not provide comments.

We are sending copies of this report to The Honorable William M. Daley. Secretary of
Commerce; The Honorable Janet F. Reno, Attorney General; The Honorable Dr. Rita
R. Colwell. Director. National Science Foundation; Lieutenant General Michael V.
Hayden. USAF. Director. National Security Agency; and The Honorable Dr. Frank
Fernandez. Director. Defense Advanced Research Projects Agency. We will also
make copies available upon request and we will place this correspondence on GAO's
website.

If you have any questions about this report. please contact me at (202) 512-5400 or
Susan A. Poling, Associate General Counsel. at (202) 512-2667. Major contributors to
this report were Thomas Farrell, Paul Jordan, Michael Volpe. Kimberly Walton.
Edward Warner. Amy Webbink. and Mindi Weisenbloom.

Robert P. Murphy
General Counsel

Enclosures - 6
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Objectives, Scope and Methodology

Enclosure I

Responding to a conference report directing us to examine the relationship between
the Department of Commerce and ICANN, we took several actions. We interviewed a
broad range of experts, including federal government officials. ICANN officials, and
those with specialized knowledge of the domain name system (see list below). We
reviewed relevant laws and regulations. We also wrote the Department asking for
their views on the legal issues present.

We also reviewed government. industry, and academic documents on the
development of the domain name system, and we examined the agreements between
the Department and ICANN. We reviewed federal contracts entered into for domain
name management and for provision of functions relating to the domain name
system, We considered as well the statements made by individuals during testimony
before congressional committees, and we culled information from the web pages of
the various organizations involved in the domain name system and in Internet-related
decision-making more generally.

Our method in this research was to describe the roles of the Department of
Commerce, the National Science Foundation, and the Department of Defense in
administering the domain name system. We also wished to describe the creation of
ICANN and the process of its selection by the Department of Commerce. as well as
the relevant laws and rules that would affect this process. We also sought to
determine whether the assets had been or will be transferred to ICANN, We
determined the sum the Department reported as having spent in its relationship with
ICANN.

We engaged in several legal analyses. including an examination of whether the
Department of Commerce acted in accord with the Administrative Procedure Act and
the Government Corporation Control Act. We also looked at whether the Department
had the authority to transfer the authoritative root server to ICANN. In addition, we
analyzed whether Office of Management and Budget Circular A-25 would apply to
ICANN.

ICANN Interviews
A. Government

1. Clinton administration (Mr. Ira Magaziner. former Senior Advisor to the
President)

2. Advanced Research Projects Agency
3. Department of Commerce
4. Department of Justice
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5. Federal Communications Commission (David Farber, Chief Technologist)
6. National Security Agency
7. National Science Foundation
8. Small Business Administration Office of Advocacy (Jere Glover, chief counsel)

B. Nongovernmental Organizations
1. American Registry for Internet Numbers - Ms. Kim Hubbard, former president
2. Council of Registrars - Mr. Kenyon Stubbs, chairman, executive committee
3. Internet Corporation for Assigned Names and Numbers - Michael Roberts,

president; Joe Sims, outside counsel; Louis Touton, general counsel
4. Network Solutions Inc. - Mr. Don Telage, executive advisor, global Internet

strategy; Mr. Anthony Rutkowski, vice president
5. University of Southern California Information Sciences Institute - Ms. Joyce

Reynolds, Internet services manager
C. Experts I

1. Mr. Karl Auerbach - member, Boston Working Group
2. Ms. Mikki Barry - president, Domain Name Rights Coalition; founder, Internet

Policy Consultants
3. Mr. Vinton Cerf - developer of TCP/IP; senior vice president for Internet

architecture and engineering, MCI Worldcom
4. Mr. Tad Cohen - attorney for eBay, Inc.
5. Mr. Jay Fenella - founder oflperdome.com
6. Prof. Tamar Frankel - Boston University School of Law
7. Prof. Michael Froomkin - University of Miami Law School
8. Mr. Edgardo Gerck - CEO, SafeVote
9. Ms. Ronda Hauben - author, provided proposal on domain name system to

Department of Commerce
10. Ms. Kathryn Kleiman - attorney, co-founder of Domain Name Rights Coalition
11. Mr. John Klensin - member of the Internet Architecture Board; vice president

for Internet architecture, AT&T Labs
12. Prof. Mark Lemley - University of Texas School of Law
13. Prof. Lawrence Lessig - Stanford University Law School
14. Mr. Steven Metalitz - general counsel, International Intellectual Property

Alliance
15. Mr. Paul Mockapetris - co-developer of domain name system, chief technology

officer at Urban Media
16. Mr. Milton Mueller - associate professor, Syracuse University School of

Information Studies
17. Mr. Michael Nelson, director, Internet technology and strategy, IBM. Former

White House special assistant for information technology
18. Prof. David Post - Temple University Law School
19. Mr. Stephen Ryan - attorney; former general counsel, Senate Governmental

Affairs Committee
20. Prof. Jonathan Weinberg - Wayne State University Law School
21. Asst. Prof. Jonathan Zittrain - Harvard Law School
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The Government and the Domain Name System

Enclosure II

The Internet has its origins in a network, called the ARPANET, which the Department
of Defense (DOD) launched in 1969 and in another federally developed network,
NSFNET of the National Science Foundation (NSF). which superceded ARPANET in
1990. By 1992. NSF was also overseeing domain name registration for the nonmilitary
portion of both national networks. Those networks were notable for their use of
packet-switched communications, which speed the transmission of data. and for their
ability to be connected to other packet-switched computer networks.

In the beginning. working under a DOD contract. Dr. Jon Postel, of the Information
Sciences Institute at the University of Southern California. maintained the list of
assigned Internet numbers and names. He also published a list of technical
parameters that had been assigned for use by protocol developers. Eventually. these
functions collectively became known as the Internet Assigned Numbers Authority
(lANA).

lANA was just one of several informal bodies that did much of the technical and
policy decision-making for the Internet. Others included the Internet Engineering
Task Force and the Internet Society. "The legal authority of any of these bodies is
unclear" as is "the degree to which an existing body can lay claim to representing the
Internet community ..." the Federal Communications Commission observed in an
early 1997 policy paper. That paper recognized the U.S. government's contribution to
developing the Internet. but said the government "has not. however. defined whether
it retains authority over Internet management functions or whether these
responsibilities have been delegated to the private sector."

The NSF has statutory authority for supporting and strengthening basic scientific
research. engineering. and educational activities in the United States. This included
the maintenance of computer networks to connect research and educational
institutions. Beginning in 1987. IBM, MCI, and Merit developed NSFNET. a national
high-speed network under an NSF award. By 1990, ARPANET was completely
phased out. III 1992. NSF announced it would phase out federal support for NSFNET
and transfer ownership and responsibilities of these networks. which came to be
known as the Internet backbone. to private companies on a for-profit basis.
Additional Internet backbone has been constructed since then to support the growth
of the Internet as it evolved from a government and academic research tool to a
public and commercial communications medium.

On December 3. 1992. NSF entered into a cooperative agreement with Network
Solutions, Inc. for domain name registration services. Since that time. Network
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Solutions has managed key registration, coordination, and maintenance functions of
the Internet domain name system, including operation of the authoritative database
of Internet registration. In 1992, NSF was authorized to allow commercial activity on
the Internet." This paved the way for today's Internet.

As the Internet grew in scale, concerns arose over the proper distribution of domain
names and the largely informal mechanisms that have governed the domain name
system. In addition, there was widespread dissatisfaction about the absence of
competition in domain name registration, as well as growing conflicts between
trademark holders and domain name holders. Moreover, there was a growing
recognition of the global nature of the Internet.

In May 1996, Dr. Postel proposed the creation of multiple, exclusive, competing top­
level domain name registries. After considerable debate of this proposal, lANA and
the Internet Society organized the International Ad Hoc Committee (IAHC), which
included representatives of such Internet standard-setting bodies as the Internet
Society and the Internet Engineering Task Force, as well as intellectual property
organizations such as the International Trademark Association, and the World
Intellectual Property Organization, plus other interested parties. The Policy
Oversight Committee later replaced IAHC. However, IAHC's initial efforts led to a
memorandum of understanding on generic top-level domain names, and the
establishment under Swiss law of a Council of Registrars to create a shared registry
of generic top-level domain names. ' Under that memorandum of understanding, and
related documents, the domain name system would have been transformed from one
backed by the U.S. government to one that would be private and international."

On July 1, 1997, the administration issued a report on electronic commerce, "A
Framework for Global Electronic Commerce." Among other things, the report
supported private efforts to address Internet governance and named the Department
of Commerce as the lead agency on this initiative. The report said the Department
would consult with interested private sector, consumer, professional, congressional,
and state government, and international groups regarding how the government might
contribute to the development of a global, competitive, market-based system to
register Internet domain names. The presidential directive accompanying the report
also called on the Department to "support efforts to make the governance of the
domain names system private and competitive and to create a contractually based
self-regulatory regime that deals with potential conflicts between domain name usage
and trademark laws on a global basis." The Department responded with a Request
for Comments that sought the public's views. It received over 430 comments.

" Scientific and Advanced-Technology Act of 1992,42 U.S.C. § 1862(g).

" See Ron N. Dreben and Johanna L. Werbach, Domain Name Lawsuits Trigger Plans for
Reform, Nat'! L. J, Jan. 26, 1998, at C14.
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On February 20, 1998, the Department's National Telecommunications and
Information Administration (NTIA) published a proposed rule and Request for
Comments, "Improvement of Technical Management ofInternet Names and
Addresses," generally referred to as the Green Paper. Here, NTIA proposed the
creation of a private, not-for-profit corporation to manage the coordinated functions
of the domain name system in a stable and open framework. More than 650
comments were filed.

On June 10, 1998, NTIA published a policy statement on "Management of Internet
Names and Addresses," commonly referred to as the White Paper. Here, NTIA stated
that the U.S. government was prepared to enter into agreement with a new nonprofit
corporation formed by private sector Internet stakeholders to administer policy for
the Internet name and address system. In deciding to enter into an agreement, the
policy statement stated that the U.S. government would be guided by the proposed
entity's commitment to the following principles: (I) stability; (2) competition; (3)
private, bottom-up coordination; and (4) representation. The new corporation would
have the authority to set policy for and direct the allocation of the Internet Protocol
numbers that underlie each domain name. It would oversee the operation of an
authoritative root server system, set the policy for determining how new top-level
domains are added to the root system, and coordinate the assignment of the Internet
technical parameters as needed to maintain universal connectivity on the Internet.

The policy statement called for the transition to begin as soon as possible, with the
goal of having the new corporation carry out operational responsibilities by October
1998. It was expected that the transition would be complete before the year 2000,
with September 30, 2000, being considered an outside date.

At least two different efforts were initiated to respond to the Department's policy
statement. One was started by lANA, Dr. Postel's group. The other process was
called the International Forum for the White Paper (IFWP) and was initiated by
Network Solutions and a number of other companies and organizations.· The lANA
effort included establishment of a mailing list to solicit views and negotiations with
various groups on five successive drafts of proposed bylaws for the new corporation.
The IFWP process consisted of a series of public meetings held throughout the
summer of 1998 in Reston (Virginia), Geneva, Singapore, and Buenos Aires. The
process produced no organizational documents and a proposed wrap-up meeting to
work out a consensual constitution for the new corporation was never held.

ICANN was legally incorporated in September 1998 and in mid-September,
representatives of this group indicated to the Department that they would seek to
become the new corporation to manage the domain name system. NTIA announced
ICANN's intentions in a press release and noted it expected to receive submissions
from other groups as well. NTIA indicated that all submissions would be posted on
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its website and that public comments would be accepted for a lO-day period. On
October 2, 1998, Dr. Postel submitted ICANN's organizational documents to the
Department. The Department also received four other proposals." The Open Root
Server Confederation proposal also included its incorporation documents and two of
the other proposals included variations on the ICANN organizational documents. The
Department did not negotiate an agreement with any other submitting entity.
However, the Department notes that its personnel did participate in several
conference calls with these other groups to develop a better understanding of their
submissions, as well as their concerns with the ICANN submission.

On October 20, 1998, NTIA sent a letter to lANA, which was made public. saying the
ICANN submission was a significant step forward, but noting that some of those who
commented had expressed concerns about ICANN's substantive and operational
aspects. NTIA requested that ICANN work with the Internet community to resolve
these concerns, but said that if the concerns can be resolved "we would then like to
begin work on a transition agreement between the United States and ICANN."

Dr. Postel died before the process was complete and ICANN officially constituted its
interim board on October 25, 1998. On November 6. 1998. the board's interim
chairman wrote to the Department to say ICANN was "pleased to have been
recognized by the Department" and to specify how ICANN intended to respond to the
concerns. These revisions included amending the bylaws to make clear that ICANN
would create a membership structure that would elect the At Large directors and
ensuring more fiscal accountability.

On November 14, 1998. ICANN held its first open meeting and in a November 23,
1998, letter it requested U.S. government recognition. The letter highlighted
additional changes to ICANN's organizational documents. On November 25, 1998,
NTIA entered into a memorandum of understanding with ICANN to design, develop,
and test the mechanisms, methods, and procedures necessary to transfer domain
name system management responsibilities to the private sector. Subsequently, the
Department has entered into other agreements with ICANN.

53 Proposals were submitted by (I) Dr. Jon Postel on behalf of 1CANN, (2) the Boston
Working Group, (3) Einar Stefferud on behalf of the Open Root Server Confederation
(Open-RSC), (4) Ronda Hauben, and (5) Jeffrey A. Williams on behalfofINEG.1nc.
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Key Organizations Regarding the Domain Name System

International Ad Hoc Committee (IAHC) (http://www.iahc.orgD: IAHC aimed to
formalize domain name system decision-making and to create seven new top level
domain names. The IAHC, which has since dissolved, proposed a Council of
Registrars (http://www.corenic.orgD to manage the domain name system.

International Forum on the White Paper (IFWP) (http://www.ifwp.orgD: A group
of organizations that came together to formulate a response to the Department of
Commerce White Paper policy statement on the domain name system: The IFWP
held several meetings around the world, but never held a final meeting or produced a
proposal for the Department. However, those who wanted to continue the IFWP's
work formed the Boston Working Group (http://www.cavebear.com!
bwg/index.html), which did provide a proposal to the Department.

Internet Assigned Numbers Authority (lANA) (http://www.iana.org,l): Formerly
located at the Information Sciences Institute of the University of Southern California,
lANA oversees Internet Protocol address allocation.

Internet Corporation for Assigned Names and Numbers (ICANN)
(http://www.icann.comD: A California-based nonprofit, ICANN has been chosen by
the Department of Commerce to manage the domain name system, Internet Protocol
address space allocation, and root server system management.

Internet Society (ISOC) (http://www.isoc.org,l): The international organization of
Internet experts that encompasses the Internet Engineering Task Force
(http://www.ietf.orgD, which does protocol engineering and development. ISOC has
over 150 organizational members, including companies and government agencies, and
6,000 individual members.

National Institute of Standards and Technology (NIST) (http://www.nist.govD:
An agency of the Department of Commerce's Technology Administration, NIST works
with industry to develop and apply technology, measurements, and standards.

National Science Foundation (NSF) (http://www.nsf.govD: An independent U.S.
government agency, the NSF advances its mission of promoting the progress of
science by issuing research contracts and grants, among other means.

Network Solutions, Inc. (Network Solutions) (http://www.
networksolutions.comD: Founded in 1979, Network Solutions is a Herndon, Va.,
company that registers Internet domain names and has provided 10 million so far.
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National Telecommunications and Information Administration (NTIA)
(http://www.ntia.doc.govD: A Department of Commerce agency. the NTIA is
responsible for telecommunications and information policy issues. and is the
President's principal adviser on those matters.

Regional Internet Registries (RIR): The organizations distribute Internet Protocol
numbers to Internet Service Providers in their regions of the world. Currently. there
are three RIRs: The American Registry for Internet Numbers
(http://www.arin.nelL). the Asia Pacific Network Information Centre
(http://www.apnic.nelL). and the Reseaux IP Europeens Network Coordination
Centre (http://www.ripe.nelL). which serves Europe.

World Wide Web Consortium (W3C) (http://www.w3c.org/): A 400-member group.
the W3C develops common protocols for the Web. The group has developed over 20
technical specifications and is hosted by research institutions in the United States.
Europe. and Japan.
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The Election ofICANN's Board of Directors

Enclosure IV

The Department's policy statement proposed that organizational documents of the
new domain name system corporation direct its interim board to establish a system
for electing a board of directors. This system was to reflect the geographical and
functional diversity of the Internet and be sufficiently flexible to permit evolution to
reflect changes in the constituency ofInternet stakeholders. The ICANN bylaws
reflect the need for geographic diversity and provide for a 19-member board of
directors from four main organization units and an ex officio voting chief executive
officer. Nine of these are appointed by ICANN's "supporting organizations," which
are designed to provide specific mechanisms for the participation of business and
technical interests in the policy development and consensus mechanisms of ICANN.
The three supporting organizations are

1. The Address Supporting Organization, which is concerned with the system
of Internet Protocol addresses that uniquely identify the Internet's
networked computers:

2. The Domain Name Supporting Organization, which is concerned with the
domain name system: and

3. The Protocol Supporting Organization, which is concerned with the
assignment of unique parameters for Internet Protocols, the technical
standards that let computers exchange information and manage
communications over the Internet.

Each of the supporting organizations has elected three directors to the ICANN board.

The fourth unit is an At Large membership designed to ensure adequate
representation, on a worldwide basis, of the interests of Internet users. The At Large
membership elects nine directors to the board. Initially, the ICANN directors
adopted an indirect representation mechanism in which an At Large membership
would elect an At Large council composed of up to 18 members. However, this plan
came under considerable criticism. As a result, the board changed course at its latest
meeting and resolved to select five At Large directors (one each representing each
ICANN region)" by a direct ballot of each region's qualified ICANN members by no
later than November I, 2000, with the others to be elected at a later time.

54 The ICANN regions are Europe, Asia/Australia/Pacific, Latin America/Caribbean
Islands, Africa, and North America.
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On May 9, 2000, ICANN announced the appointment of an election committee and a
nominating committee,55 The nominating committee will nominate a set of At Large
candidates. The nominating committee is expected to complete work by the end of
July, after which the election process will proceed to the petition, campaign, and
voting phase. The election committee will solicit and select an outside vendor for the
online voting system. The committee will also complete detailed recommendations
for ICANN's campaign and voting procedures, including independent oversight and
monitoring. The recommendations of the election committee are expected prior to
ICANN's next meeting in July. After the At Large membership elects five initial board
members, ICANN will review the election process and determine how to elect the
remaining four At Large members.

The appointment of the election and nominating committees has raised some concern
in the Internet community. Some have criticized the appointments because they were
done without a public comment period.56 This concern is similar to that raised over
the selection of the interim board.

55 On May 19, 2000, ICANN staff posted proposed rules for self-nomination. On May 22,
2000, ICANN's nominating committee posted a call for recommendations and expression
of interest to identify candidates for the At Large election.

56 See Bret A. Fausett, Want to Create a Secret Committee? It's Easy. Violate Your Bylaws,
May 10, 2000 (located at <!ill;p://www.lextext.com/21davs.html> (visited May 18, 2000)).
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ICANN's Funding and Current Budget Proposal

Since withdrawing the proposed $1 per year per domain name registration fee,
funding has been a source of concern for ICANN. In response to the Department's
letter calling for ICANN to eliminate the $1 yearly fees, the ICANN interim board
unanimously adopted a resolution directing the ICANN president to convene a task
force on funding at its teleconference meeting on July 26, 1999. The task force is
composed of representatives of domain name and address registries and registrars,
with the objective of reviewing ICANN budgetary needs and making
recommendations to the board. The board then discussed the need to secure short­
term funding to allow ICANN to meet its immediate responsibilities.

Because voluntary contributions were insufficient to fund ongoing activities, ICANN
was relying on the willingness of its creditors to defer payment demands. To
temporarily meet ICANN's expenses until permanent funding is secured, the board
passed a resolution authorizing ICANN to borrow up to $2,000,000 from various
lenders selected by the interim president and chief executive officer on an unsecured
basis for a I-year term at interest of 7 percent or below. ICANN has received
unsecured loans in the amount of $500,000 from MCI Worldcom, $150,000 from Cisco
Systems, $175,000 from 3Com Corp., and $100,000 from IBM.

On August 23,1999, the task force held its initial meeting in Santiago, Chile, in
connection with the quarterly public meetings of the board. The task force discussed
various revenue mechanisms that, while incorporating an aspect of proportionality,
would not include a specific amount per domain name assigned. The task force also
discussed methods of allocating fractions of the total revenue budget to the three
major stakeholder groups--Internet Protocol registries, country code top-level
domain name registries/registrars, and generic top-level domain name
registry/registrars--and the potential contributions of these groups.

After additional teleconferences, a final draft of the task force report was posted on
the ICANN website on October 30, 1999. The task force recommended that Internet
Protocol address registries, domain name registries, and registrars support the basic
funding needs of ICANN. The task force also recommended that the annual revenue
budget for continuing expenses be allocated proportionally among the three major
groupings ofInternet Protocol address registries, domain name registries, and
domain name registrars. The task force suggested that the proportions for the
transitional budget year, beginning July I, 1999, and ending June 30, 2000, be 55
percent to generic top-level domain registrars/registry, 35 percent to country code
top-level domain registries, and 10 percent to Internet Protocol address registries.
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The [CANN board adopted the task force recommendations at its Los Angeles
meeting on November 4, 1999.

[n November 1999, [CANN executed a series of agreements with the United States
Department of Commerce and with Network Solutions. As part of these agreements,
[CANN receives specified payments from the Network Solutions-operated registry for
the .com, .net, and .org domains, and from Network Solutions acting as a competitive
registrar in those same domains. These payments are projected to reach a total of
$2,250,000 this year.

[CANN's budget for fiscal year 2000-2001 was approved by its Board of Directors on
June 6, 2000. A draft budget was posted on the [CANN website on March 6, 2000, and
discussed shortly thereafter at the [CANN public meeting in Cairo on March 9, 2000.
The [CANN board discussed the proposed budget at its monthly meeting on May 4
and approved posting it for public comment. The amounts and proportionate shares
of income for continuing expenses from among the three major income sources are
as follows: (1) $2,390,000 from generic top-level domain name registries/registrars;
(2) $1,496,000 from country code top-level domain registries/registrars; and (3)
$428,000 from Internet Protocol address registries. The remaining $710,000 in income
will come from accreditation fees, contributions, special project grants, and other
sources.

Despite progress in the budgetary process, [CANN has experienced continued
difficulties in securing a stable funding mechanism. According to one news source,
[CANN currently is having trouble collecting the approximately $1.5 million in funds
from the country code top-level domain registries/registrars of 250 nations.57 Some
officials of a group representing 30 nations, mostly in Europe, are encouraging
members to disregard invoices. South Africa, in an email indicating that it cannot
afford to pay its $17,520 share, stated that the charge amounts to an "arbitrary tax."
[CANN cannot cut off Internet access to a nation's domain; thus, [CANN lacks a
method of enforcing payment of these funds. [n response to the news source, [CANN
voiced optimism that the funds will be received and stated that collection difficulties
do not endanger the organization's future. However, these funding difficulties put
[CANN's budget at risk and again raise questions regarding [CANN's self-sufficiency.

57 Ted Bridis, Internet Body Finds Problems Collecting Funds from Nations, Wall St. ].,
June 1, 2000, at B12.
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Mr. Robert P. Murphy
General COlUlscl
United States General Accounting Office
441 G Street, N.W.
Washington, DC 20548

Dear Mr. Murphy:

GENERAL COUNSEL OF THE
UNITED STATES DEPARTMENT OF COMMERCE
Washington. 0 C 20230

Enclosure VI

Thank you for your letter of June 23, 2000, to Secretary of Commerce William M. Daley giving
the Department an opportunity to review and comment on the General Accounting Office's
proposed report, Department of Commerce: Relationship with the Internet Corporation for
Assigned Names and Numbers (GAOIOGC·QQ·33R). We appreciate the opportunity to provide
conuncnts on the report, and in fact, did provide minor, technical edits directly to your staff
earlier this week.

We recognize the difficulties you faced in meeting the short deadline you had for this very
complicated task, and I would like to thank you and your staff for the professional and collegial
manner in which this project was handled.

[996227]

Page 45 GAOIOGC-OO-33R-Enclosure VI



Attachment B



GENERAL COUNSEL OF THE
UNITED STATES DEPARTMENT OF COMMERCE
Washington. D.C. 20230

.--
Michael R. Volpe, Esq.
Assistant General Counsel
United States General Accounting Office
441 G Street, N.W.
Washington. DC 20548

Dear Mr. Volpe:

Thank you for your letter of February 7, 2000, to Secretary of Commerce William M.
Daley regarding the relationship between the Department of Commerce and the Internet
Corporation for Assigned Names and Numbers (ICANN). On behalf of Secretary Daley and the
Department, I am happy to provide responses to questions posed in your leiter. For ease of
reference, your questions are numbered and appear in italics, and the responses in plain text
follow.

1. It is our understanding that the current domain name system was developed at
the University ofCalifornia 's Information Sciences Institute in the mid 1980's and
that the tasks performed by the Institute became known as the Internet Assigned
Numbers Authority (lANA). What was the government's responsibility over
lANA? Recently, the Department ofCommerce entered into a sale source
contract with ICANN to perform the lANA technicalfunctions. Please explain the
authority ofthe Department to enter into this contract. How was the Defense
Department's authority and oversight oflANA responsibilities transferred to the
Department ofCommerce? Does the Department plan to maintain oversight over
these technical functions? Will the National Telecommunications and
Informatio." Administration (NTlA) or the National Institute ofScience and
Technology (NIST) perform such oversight? Please explain.

Like many other Internet standards, today's domain name system (DNS) evolved over a
number of years and was the product of contributions from numerous entities and individuals.
Paul Mockapetris and Jon Postel, however, who both worked at the University of Southern
California's Information Sciences Institute (USCIISI) during this time, are generally recognized
as primary developers of the DNS.' The Defense Advanced Research Projects Agency (DARPA)
contracted with USCIISI for the performance of a number ofInternet technical functions and
research projects, including the management and development ofInternet naming and addressing
functions. The naming and addressing functions that came to be known as the In ernet Assigned
Numbers Authority (lANA) were most recently perfoffiled by Dr. Jon Postel and his staff at

, The general technical progression of the early development of the DNS is reflected in
Internet Request For Comments (RFC) 810, 811, 882, 883, 973,1034, and 1035, among others.
These documents are available at <http://www.ietf.org/rfc.html>.
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USCIISI pursuant to an agreement known as the Terranode contract.'

Over time, the Internet evolved from a Defense Department research project into a vibrant
commercial space. In recognition of this evolution, in July 1997, President Clinton directed the
Secretary of Commerce to assume primary responsibility for DNS management and to privatize
management of the DNS in a manner that preserved the stability of the Internet.'

The DARPA-USC/lSI contract that included the performance of the lANA functions was
scheduled for completion in 1999. Because the lANA functions continue to be vital to the
stability and smooth functioning of the Internet, the National Telecommunications and
Information Administration (NTIA) contracted with the Internet Corporation for Assigned
Names and Numbers (ICANN) for their continued performance. This contract was conducted
under the Department's authority pursuant to 41 U.S.C. § 253(c)(1) to enter into a sole-source
contract with ICANN. The discussion of the sole-source justification and the Department's
authority for that contract is discussed in Commerce Business Daily notices published on
January 4, 1999 and February 9, 1999. These notices are attached for your information.

Primary responsibility for overseeing the transition of DNS management functions to the
private sector rests with NTIA' NTIA will continue to consult with the National Institute of
Standards and Technology (NIST) throughout the process for technical expertise and advice, as
necessary.

2. The National Science Foundation executed a cooperative agreement with
Network Solutions, Inc. (NSI) to provide, among other things, domain name
registration. The National Science Foundation's authority to enter into this
cooperative agreement was based on their authorizing legislation. Under what
authority did the Department ofCommerce assume NSF's rights under this
agreement? Will the Department's role be.transitioned to ICANN? Please
explain. What is the Department's legal relationship with other domain name
registrars? Would the Department be liable in the event ofa financial failure ofa
registrar?

'See generally, Management ofInternet Names and Addresses, Statement of Policy,
National Telecommunications and Information Administration, Department of Commerce, 63
Fed. Reg. 31741 (June 10, 1998).

) See Presidential Directive on Electronic Commerce, Memorandum for the Heads of
Executive Departments and Agencies (July 1, 1997)(available at
<http://www.ecommerce.gov/presiden.htm>).

4 See Memorandum for All Secretarial Officers from Secretary of Commerce William M.
Daley, Electronic Commerce (December 17, 1997).
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The Department and the National Science Foundation (NSF) entered a Memorandum of
Agreement (MOA) that provides for the transfer of authority from NSF to the Department to
administer Cooperative Agreement NCR 92-18742 (NSI Cooperative Agreement). The MOA
was entered into under the authority of the National Science Foundation Act of 1950, as
amended, 42 U.S.c. §§ 1861-75, and specifically 42 U.S.c. §§ I870(c), U), which authorizes
NSF to transfer its legal authority to DOC, and 42 U.S.c. §§ I862(a)(4), (h), which authorizes
the award of Cooperative Agreement NCR 92-18742. The MOA is also authorized by broad
authority vested in NTIA by the National Telecommunications and Administration Act, 47
U.S.C. § 901 et seq.

The Department of Commerce does not intend for ICANN to assume any of the
Department's governmental responsibilities or its statutority authority. The Department of
Commerce, like other Federal agencies, has a number of congressionally authorized mechanisms
for entering into agreements with third parties, including contracts, grants, joint projects, and
cooperative agreements. The recently signed agreement between the Department of Commerce
and ICANN for the performance ofIANA functions (authorized under 41 U.S.C. 253(c)(I)) and
the November 25, 1998 Memorandum of Understanding between ICANN and DOC (authorized
under 15 U.S.C. §§ 1512, 1525,47 U.S.c. § 902, among others) are two such agreements. The
Department may enter into additional agreements with ICANN for other DNS management
responsibilities at some future date, consistent with appropriate law and regulation.

The Department of Commerce has no legal relationship with any domain name registrar
other than Network Solutions, Inc. (NSI).' Thus, the Department believes that it would not be
liable in the event of a financial failure of a registrar.'

3. On January 30, 1998, NTIA, on behalfofthe Department issued "A Proposal
to Improve the Technical Management ofInternet Names and Addresses." Under
this proposed rulemaking, the Internet domain name system (DNS) functions
would be transferred to the private sector. In a May 6, 1998 leller to the
Chairman ofthe House Commillee on Commerce, you stated that after reviewing
comments, the Department would draft a final rule incorporating appropriate
modifications to the proposal. Specifically you noted "Prior to the issuance ofa
final rule, NTJA and the Department ofCommerce continue to be in rulemoking
proceeding subject to the provisions ofthe Administrative Procedure Act. "
However, instead ofa rulemaking, on June 5, 1998, NTIA released a Statement of
Policy on the "Management ofInternet Names and Addresses" (the "White

5 The Department's relationship with NSI is provided through the NSI Cooperative
Agreement.

6 We note that to become an accredited registrars, all potential registrars must enter into a
Registrar Accreditation Agreement with ICANN.
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Paper''). Please explain why the Department chose to issue a policy statement
rather than a final rule. Did this meet the requirements ofthe Administrative
Procedure Act?

On January 30. 1998, NTIA, on behalf of the Department, issued a proposed rule and
request for public comment on proposed substantive regulatory provisions. including a variety of
specific requirements for the membership in a new corporation that would manage the DNS; the
creation, during a transition period, of a specified number of new generic top level domains; the
technical and business requirements for competing registrars.' In response to public comment,
the substantive regulatory requirements of the original proposed rule were eliminated in
subsequent issuance ofthe Statement of Policy'

In light of these changes, it was determined that the Statement of Policy should be issued
as a general statement of policy. It established no substantive regulatory regime for the DNS.
Rather, the Statement of Policy advised the public prospectively of the manner in which the
Department would undertake the transition of the DNS to private sector management. Thus, the
Policy Statement was not a substantive rule, did not contain any mandatory provisions, and did
not itself have the force and effect of Jaw. Issuance of such a statement providing information to
the public, and not having the force and effect oflaw, is fully in compliance with the
Administrative Procedure Act.

4. Under what authority did the Department select the ICANNproposals from others that were
submitted? Please identify the criteria used. Why was the comment period limited to 10 days?
Did the Department enter into negotiations with any ofthe other private entities submitting
proposals? How was the selection ofICANN announced?

The Statement of Policy provides that "the U.S. Government is prepared to recognize, by
. entering into agreement with, and seeking international support for, a new, not-for-profit

corporation formed by private sector Internet stakeholders to administer policy for the Internet
name and address system."· In response to this invitation, in mid-September representatives of
the group that would ultimately be incorporated as ICANN indicated to the Department of
Commerce that ICANN would seek this recognition. NTIA announced ICANN's intentions in a
press release and noted it expected to receive submissions from other groups as well, In this
press release, NTIA indicated that all submissions would be posted on its Web site and that

, See Improvement ofTechnical Management ofInternet Names and Addresses, Proposed
Rule and Request for Public Comment, National Telecommunications and Information,
Department of Commerce, 63 Fed. Reg. 8826 (Feb. 20, 1998).

's ?upra n._.

• Id. at 31749.
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public comments on the submissions would be accepted for a ten-day period after receipt of the
submissions. 'o On October 2, 1998, Dr. Jon Postel, the lANA Director at USCIISI, forwarded a
submission to the Department on ICANN's behalf"

The Statement of Policy set forth the general principles upon which the U.S. Govenunent
would be prepared to recognize, by entering into an agreement with. a new, not-for-profit
corporation formed by private sector Internet stakeholders to administer policy for the Internet
name and address system." NTIA sent a leiter notifying lANA that the ICANN submission
represented a significant step towards privatizing management of the domain name system. and
that the comments and submissions received supported moving forward with the ICANN
structure. The leiter noted that the comments received with respect to the ICANN submission
did. however, raise some significant concerns about the substantive and operational aspects of
ICANN. Accordingly, NTIA requested that ICANN work with the Internet community to
resolve these remaining concerns. NTIA further stated that "[a]ssuming that the concerns
described can be resolved satifactorily we would then like to begin work on a transition
agreement between the United States and ICANN."IJ

By leiter dated November 6, 1998, ICANN responded to the Department indicating that it
was pleased to be recognized by the Department as the appropriate entity to fulfill the mission
identified in the Statement of Policy. That leiter also reflected a refinement ofiCANN's
submission as a result of consultation with the Internet community in an effort to broaden
consensus on their proposal. 14

10 See "Commerce Dept. Expects to Receive Private Sector Proposal for New Domain
Name Corporation," Press Release, National Telecommunications and Information
Administration (Sept. 29, 1998)(available at
<hnp:.'/v.ww.ntia.doc.gov/ntiahome/press/dns93098.htm>).

11 The ICANN and other proposals as well as the public comments received are available
for review ·at <http://www.ntia.doc.gov/ntiahome/domainname/domainhome.htm>.

" See id. at 31749-50.

IJ The leiter was made publicly available through an NTIA media advisory. See "Leiter
from J. Beckwith Burr, Acting Associate Administration for International Affairs, National
Telecommunications and Information Administration, to Dr. Herb Schorr, Executive Director,
USC Information Sciences Institute," NTIA Media Advisory (Oct. 20, I998)(available at
<http://www.ntia.doc.gov/ntiahome/press/icannI02098.htm>).

14 This response leiter was also made publicly available via NTIA press release on
November 10, 1998 (available at
<http://www.ntia.doc.gov/ntiahome/pressIlCANN111098.htm>).
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After a review ofICANN's submission and revisions, it was concluded that the concerns
of the Internet community had been addressed either directly or by establishing a mechanism to
develop procedures (e.g. fair hearing process) to address those concerns. Accordingly, on
November 25, 1998, NTIA entered into a Memorandum of Understanding (MOU) with ICANN
to design, develop, and test the mechanisms, methods, and procedures necessary to transition
DNS management responsibilities to the private sector."

With respect to the ten-day comment period referenced above. the Department balanced
its desire to receive public input and to promote transparency of process with the need to move
expeditiously toward establishing a relationship with a new non-profit corporation to manage
DNS functions. The ten-day period seemed a reasonable balance of these two purposes. In those
ten days, the Department received over 150 comments on the various proposals. It should be
noted that the Department was under no legal obligation to make the various proposals available
for pUblic comment. The proposals were not rulemakings subject to the requirements of the
Administrative Procedures Act or otherwise subject to a requirement for public comment.
Nevertheless, to continue in a spirit of openness and transparency, the Department decided to
post the various submissions for public review and comment.

The Department did not negotiate an agreement with any other submitting entity.
Department personnel did, however, participate in several conference calls with these other
groups to develop a better understanding of their submissions as well as their concerns with the
ICANN submission.

5. What was the Department's role in the selection ofICANN's interim board?
What was lANA's role in the selection process? Were those representing lANA
acting on behalfofthe government? Please explain.

Department of Commerce personnel did not participate in the consideration or selection
of proposed ICANN interim board members. Consistent with the Statement of Policy, the
Department of Commerce supported the private sector's efforts to form a new, non-profit
corporation, but did not select or endorse any proposed ICANN board members. Moreover, the
Department was well aware of the legal requirements that would be triggered by any action that
could be interpreted to suggest the formation of government-chartered or sponsored corporation.
That is not to say that various private sector and governmental interests did not attempt to seek
guidance from Department of Commerce personnel during this process, as described in our letter
to House Commerce Chairman Thomas 1. Bliley on November 5, 1998.

The participation of USClISI staff or representatives, including Dr. Postel, in the selection
of the ICANN interim board were not undertaken on behalf of the U. S. Government or in any

" The text of that agreement is available for review at
<http://www.ntia.doc.gov/ntiahome/domainnarne/icann-memorandum.htrn>.
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other official capacity related to USClISI's obligations to the U.S. Government under its contract
with DARPA. It is the Department's understanding that Dr. Postel's involvement in the ICANN
process flowed from his personal participation in and deep commitment to the development of
the Internet and his close relationship to the Internet community, including his involvement in
private Internet engineering and standards development organizations such as the Internet
Engineering Task Force (IETF).

6. Please explain how the creation ofICANN meets the requirements ofthe
Federal Advisory Committee Act and the Government Corporation Control Act.
Was any property transferred to ICANN and if so, was such transfer in accord
with federal property law. Please explain how the transfer ofmanagement
functions to ICANN was a permissible delegation ofauthority to a private entity.

ICANN is not a Federal advisory committee or a government-chartered or sponsored
corporation; thus, neither the Federal Advisory Committee Act nor the Government Corporations
Control Act are applicable. The Department of Commerce did not create ICANN or establish
ICANN for the purpose of obtaining consensus advice from its members. The Department does
not control ICANN. The Department did not draft the corporate by-laws for ICANN or select
members of its board of directors. The Department does not involve itself in the internal
governance ofICANN and does not oversee the daily operations ofICANN. The Department's
relationship with ICANN is pursuant to its various agreements with the organization, and as a
result, the Department's general oversight is limited to ensuring that ICANN's activities are in
accordance with those agreements.

The Department has transferred no government property to ICANN under any of the
agreements between the Department and the organization nor does the Department have any
plans to transfer any U.S. Government property or authority to ICANN. Pursuant to its
agreements with the Department, ICANN has undertaken certain specified management
functions on behalf of the U.S. Government.

7. The Department's White Paper specified that the u.s. Government, in
conjunction with others, would undertake review ofthe root server system to
recommend means to increase the security and professional management ofthe
system. The recommendation would be implemented as part ofthe transition to
private sector management ofthe domain name system. The Department entered
into a Cooperative Research and Development Agreement (CRADA) with ICANN
to collaborate on a study and process for making the management ofthe root
server system more robust and secure. Please explain why the Department chose
to conduct this study in collaboration with ICANN under a CRADA? Does this
study constitute technology transfer as contemplated under the Federal
Technology Transfer Act? Did the Department consider contracting for this study
on competitive basis? Please explain.
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Under section l2(d)(l) of the Federal Technology Transfer Act, as amended, (15 U.S.c.
3710a(d)(I», cooperative research and development agreements (CRADAs) are intended to be
used for "the conduct of specified research or development efforts which are consistent with the
missions of the [federal] laboratory" and are carried out "between one or more Federal
laboratories and one or more non-Federal parties." In general, the parties to any CRADA
anticipate that their collaborative activity will transfer technology from the Federal laboratory to
the CRADA partner; however, the first order of business in any CRADA is often the creation of
the knowledge and technology that is ultimately to be transferred. The new knowledge and
technology created in the cooperative research in the CRADA is the technology that the Federal
Technology Transfer Act of 1986 anticipates being transferred to the CRADA partner.

The cooperative research agreement between the Department and ICANN is a study
consisting of collaborative research efforts between NIST, NTIA, ICANN, and current operators
of various existing root servers. The nature of the new knowledge that the parties seek to create
is shown in the statement of work that the parties jointly undertake in the CRADA:

The parties will collaborate on a study and process for making the management of
the Internet (DNS) root server system more robust and secure. The collaboration
will address:

(3) Operational requirements of root name servers, including host
hardware capacities, operating system and name server software
versions, network connectivity, and physical environment.

(4) Examination of the security aspects of the root name server
system and review of the number, location, and distribution of root
name servers considering the total system performance, robustness,
and reliability.

(5) Development of operational procedures for the root system,
including formalization of contractual relationships under which
root servers throughout the world are operated.

The study will address the technical management of the entire Internet (DNS) root
server system, including all (currently thirteen) root servers located throughout the
world and the techniques and equipment for generating, maintaining, and distributing
authoritative root zone files. The study will include formulation of the operational
procedures, requirements, and protocols referenced above through engineering
analysis and will be accomplished with appropriate consultation with affected parties,
including existing operators of the Internet root server system, through use of
collaborator's Root Server System Advisory Committee and otherwise. After
operational procedures, requirements, and protocols are formulated, they will be
evaluated by implementing them in a controlled manner on the Internet (DNS) root
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server system. Any change(s) in the designated authoritative source for root zone
files must be approved by the. Department of Commerce in a separate document and
nothing in this SOW or this Agreement is intended to direct such a change."

The research program shown above is an integral part of the CRADA between the Department of
Commerce and ICANN, and is consistent with the statutory requirements imposed by section 12 of
the Federal Technology Transfer Act.

The subject matter of the study is not suitable for contracting, whether on a competitive
basis or otherwise. ICANN recei ves no funding from the Department of Commerce under the
CRADA, and indeed, the Federal Technology Transfer Act prohibits the transfer of funds from
the Federal laboratory to a private party." Because the study required cooperative research
between the Department, ICANN and others, but no transfer of funds from the government to
ICANN or any other party, a CRADA was used.

8. Please explain how the root server system developed and whether NSI
preViously operated the primary root server at the direction oflANA or the
Department ofDefense? Does the Department ofCommerce have "control" of
the root system and, ifso, under what authority? In a July 8, 1999 letter to the
Chairman ofthe House Committee on Commerce, the Department stated that it
"has no intention oftransferring control over the root system to ICANN at this
time." What is the Department's control over the root server system? What is the
authority for this control? Please explain under what circumstances such control
would be transferred to ICANN? Ifoperational control over the root server is
transferred to ICANN would the root server system be operated under the
direction ofthe Department and would this responsibility rest with NTIA or
NIST? Please explain.

The root server system developed as an implementation of the domain name system
specification outlined in RFC 1034 and RFC 1035, issued in 1987 by Paul Mockepetris and Jon
Postel. The authoritative root server was first deployed and has been continuously managed
under an agreement with the United States Government. We understand, for example, that the
implementation of the root server system outlined in these documents was initially undertaken by

16 The CRADA is available for review on ICANN's web site at
<hllp://www.icann.org/commillees/dns-rootlcrada.htrn>.

" Under the Federal Technology Transfer Act of 1986, Federal laboratories may provide
"personnel, services, facilities, equipment, intellectual property, or other resources with or
without reimbursement (but not funds to non-Federal parties) and the non-Federal parties provide
funds, personnel, services, facilities, equipment, intellectual property, or other resources toward
the conduct of specified research or development efforts... ,n See 15 U.S.C. § 3710a(d)(l).
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Jon Postel pursuant to a contract between USCIISI and DARPA. Network Solutions has been
responsible for managing additions and deletions to the authoritative root server data base since.
1993 pursuant to its Cooperative Agreement with the National Science Foundation, which
required NSI to provide domain name registration services in accordance with RFC 1174.
Following the transfer of responsibility from the National Science Foundation to the Department
of Commerce in 1998, the Cooperative Agreement was amended (see Amendment II dated
October 7, 1998) to clarify that NSI's management of the authoritative root server system was
subject to the direction of the Department.

As previously indicated, the Department of Commerce has no current plans to transfer
policy authority for the root server system to ICANN, nor have we developed a scenario or set of
circumstances under which such control would be transferred. ICANN may at some future date
submit a proposal for managing the authoritative or "A" root server. If the Department was to
transfer operational responsibility of the authoritative root to ICANN, ICANN would be required
to operate the server under the same terms and conditions currently applicable to NSI's operation
of the authoritative root.

9. Under OMB Circular A-25, does ICANN's status as a "project partner" with
the Department provide ICANN with the authority to impose fees on Internet
users for ICANN's costs? Please explain.

First, ICANN is not imposing fees on Internet users to recover ICANN's costs.
Moreover, OMB Circular A-25 provides no affirmative authority for ICANN to impose fees on
Internet users. Rather, Circular A-25 relates to cost recovery by Government agencies, usually
limiting the agency to recover only actual costs. Consistent with this policy, the Department does
not permit its project partners to recover more than actual costs. This prevents partners from
using their relationship with the Department to make a profit in a manner that the Department
could not otherwi;;e make. In the context of a joint project where monies are collected from third
parties, the Department permits its partners to recover only their costs associated with that
project.

A classic example of this arrangement occurs when the Department co-sponsors a
conference with a non-profit trade association. The Department might contribute speakers,
materials and staff support for the conference and the partner might also provide staff support,
plan the logistics, and arrange for a luncheon at the conference location. The Department would
not object to the recovery of expenses incurred by the partner, including, for example, any food
and room rental costs, through a conference registration fee. However, the Department would
not permit the partner to recover more than the actual costs incurred by the partner, as the
Department's purpose in co-sponsoring conferences is not to generate revenues for its panners.

In the context of the agreement with ICANN, the Department did not object to ICANN's
plan to recover its costs, provided that only joint project costs would be recovered. Indeed, the
Statement of Policy contemplated that the new not-for-profit would need to develop a cost
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recovery mechanism.

10. Please explain Ihe roles ofNTIA and N1ST in overseeing Ihe Iransilion oflhe
DNS 10 ICANN.

Primary responsibility for overseeing the transition of DNS management functions to the
private sector rests with NTIA as directed by the Secretary of Commerce." Thus, NTIA staff
signed the MOU with ICANN on behalf of the Department. Moreover, NTIA staff are listed as
the Federal Program Officer and Technical Representative on the Cooperative Agreement and the
contract with ICANN for the lANA functions, respectively. NTIA and NIST are both parties and
collaborators on the CRADA with ICANN for study oflnternet root server system security
issues. NIST does and will continue to provide NTIA with technical expertise and advice on
DNS issues, as necessary.

11. Please explain Ihe Departmenr 's role on ICANN's Governmenr Advisory
Commiltee. Whal other role does Ihe Deparlmenr have in 1CANNproceedings?
How is ICANN accounrable to Ihe Deparlmenr?

Under ICANN's by-laws, the role oflCANN's Governmental Advisory Cornmittee
(GAC) is to consider and provide non-binding advice on the activities of the ICANN as they
relate to concerns of governments, particularly matters where there may be an interaction
between the ICANN's policies and various laws, and international agreements. While GAC
recommendations and views may be taken into account during the course oflCANN decision
making, the GAC has no authority to direct ICANN's actions."

The GAC currently consists of approximately 51 national governments, distinct
economies as recognized in international fora, and multinational governmental and treaty
organizations. although not all members are active participants. Two officials from the
Department of Commerce serve as the United States representative and advisor and participate in
meetings and deliberations of the committee. From time to time, staff of the Department's Patent
and Trademark Office participate in the GAC meetings.

The Department of Commerce also attends the ICANN public forum and open Board of
Directors meetings that take' place three to four times per year. The Department of Commerce,
however, does not participate in ICANN decision making.

18 See supra n. 4.

19 Information on the GAC's function within ICANN is available at
<http://www.icann.org/gac/gac.htm>. An archive of GAC reports, communiques, and
documents, including the GAC Operating Principles and a list of accredited representative, is
available on the GAC web site at <http://www.noie.gov.au/docs/gacl.htm>.
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ICANN is accountable to the Department through the various agreements between the
Department and the organization. For example, under the Memorandum of Understanding,
ICANN has agreed to collaborate with the Department on certain tasks with respect to designing,
developing and testing mechanisms, methods, and procedures to carry out certain DNS
management functions. Under this agreement, the Department's general oversight authority is
broad, and, if necessary, the Department could terminate the agreement and ICANN's role in this
aspect of DNS management with 120 days notice.

With respect to the contract between the Department of Commerce and ICANN for the
performance of the lANA functions, the Department of Commerce may tenninate the contract, or
any part thereof, for cause in the event of any default by ICANN, or ifICANN fails to comply
with any contract terms and conditions, or fails to provide the Department, upon request, with
adequate assurances of future performance. Further, the Department of Commerce has the right
10 terminate the contract, or any part thereof, for its sole convenience.

I hope that this information is useful to you as you prepare your report to Congress.
Please let me know if the Department may provide you with additional information.

Enclosures
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GENERAL COUNSEL OF THE
UNITEO STATES DEPARTMENT OF COMMERCE
Washington, O. C. 20230

Michael R. Volpe, Esq.
Assistant General Counsel
United States General Accounting Office
441 G Street, N.W.
Washington, DC 20548

Dear Mr. Volpe:

In follow-up to the March 21, 2000, meeting between GAO and Commerce Department
personnel, Ms. Mindi Weisenbloom requested additional information about the relationship
between the Department of Commerce and the Internet Corporation for Assigned Names and
Numbers (ICANN). On behalf of Secretary Daley and the Department, I am happy to provide
you with that additional information. For ease of reference, Ms. Weisenbloom's questions
appear numbered and in italics, and the responses in plain text follow.

1. The Department ofCommerce stated that it does not intendfor 1CANN to assume any ofthe
Department's governmental responsibilities or its statutory authority. Rather, the
Department has entered into agreements with ICANN to perform DNS management
responsibilities. The Department also noted that the Department might enter into additional
agreements with ICANNfor other DNS management responsibilities at some future date.
Further, the Department stated that ICANN is accountable to the Department through these
various agreements.

a. It is our understanding that the current agreements with 1CANN are expected to end by
September 2000, although this date may be extended Does the Department expect to
extend these agreements and ifso, for how long? At the end ofthese agreements, will the
government's oversight responsibility over the DNS now be exercised by ICANN? Can
the Department relinquish oversight responsibility by ending these agreements without
congressional approval? How will ICANN be accountable to the government when these
agreements end? Please provide any legal assessment ofyour authority that have been
conducted.

To the extent that the tasks set forth in the various agreements between the Department
and ICANN are not completed as of the date of the agreements' expiration, the Department
contemplates extending these agreements. We are currently assessing the progress of these
efforts to determine what tasks remain uncompleted and to what extent extensions will be
necessary. At this point it seems likely that some extension will be warranted, but it would be
premature to provide any estimate of the length of any possible extension. As I noted in my
March 3, 2000, letter to you, the Department may also enter into additional agreements with
ICANN for other domain name system (DNS) management responsibilities at some future date,
consistent with appropriate law and regulation. In that letter, I also stated that the Department



does not intend for ICANN to assume any of the Department's governmental responsibilities or
its statutory authority.

As a practical matter, the government retains authority and fulfills its oversight
responsibilities for the DNS through its control over the authoritative, or "A," root server. The A
root server is operated by Network Solutions, Inc., under a separate agreement with the
Department of Commerce. See Amendments II and 19 to Cooperative Agreement # NCR 92­
18742. This contractual provision is not effected by termination or expiration of our agreements
withlCANN.

2. The Department stated that ICANN was not formed to obtain consensus advice from its
members and thus FACA was not applicable.

a. However, ICANN does make recommendations to the Department. For example,
ICANN recently recommended that Palestine receive a country code. lvforeover, under
the MOU, ICANN and the Department will prepare a joint DNS Project report that
document the conclusions ofthe design, development, and testing ofthe mechanisms.
methods and procedures that need to be in place before ICANN can assume technical
management ofthe DNS. According'to the Department, this report will play an important
role in determining whether to proceed with the transition. Why then does FACA not
apply to ICANN?

In my March 3, 2000, letter to you, I stated that the Department did not establish or create
ICANN. ICANN is an independent, non-profit corporation that is not managed or controlled by
the Department. Moreover, the Department does not utilize ICANN as a preferred source of
advice in the manner recognized under the Federal Advisory Committee Act (FACA) or its
implementing regulations. The Supreme Court has concluded that FACA's use of the term
"utilize" was intended to encompass only those non-government entities that are so closely tied
to an agency as to be under the strict management of agency officials. I This analysis has
subsequently been interpreted to require that an agency must exercise "management and control"
over a committee for it to be viewed as "utilized" under FACA.2 To the extent that ICANN uses
its own committees to obtain advice on carrying out its responsibilities to the Government, those
committees are not subject to FACA if they are not being directly utilized by a Federal agency to
obtain advice.'

Public Citizen v. Department ofJustice, 491 U.S. ~40, 457 (1989).

2 See Animal Legal Defense Fundv. Shalala, 104 F.3d 424 (D.C. Cir. 1997); Food
Chemical News v. Young, 900 F.2d 328 (D.C. Cir. 1990).

, See Food Chemical News v. Young, 900 F.2d 328 (D.C. Cir. 1990),283 U.S.App.D.C.
344, certiorari denied, 498 U.S. 846 (I 990)(group of experts assembled by private scientific
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3. The Department stated that ICANN's submission and revisions took into account the concerns
ofthe Internet community.

a. How did the Department determine that the ICANN submission, as
revised, represented a consensus view ofthe Internet community? Who reviewed the
proposals and how was the decision made to proceed with only the ICANN proposal?

The Department did not make a determination that the ICANN submission, as revised,
represented a "consensus" view of the Internet community. Rather, in the context of the
thousands of comments we had received over the course of the prior 18 months of work on DNS
management, the Department concluded that ICANN represented the best possible partner in the
joint project to design, develop and test the mechanisms, methods, and procedures necessary to
transition DNS management responsibilities to the private sector.

Our challenge to the Internet stakeholder community was to develop a mechanism for
bottom-up decision-making on a variety of issues related to DNS management as such issues
arose. As previously indicated in my March 3, 2000 letter to you, the Department regarded the
ICANN submission as a significant step towards privatizing DNS management and that overall
the comments and submissions received supported moving forward with the ICANN structure.
At the time, the Department, however, noted that comments received with respect to the ICANN
submission also raised some significant concerns that the Department requested ICANN work
with the Internet community to address.' After reviewing the ICANN submission and
subsequent revisions, the Department concluded that the concerns raised by the commenters had
been addressed either directly or by establishing a mechanism to develop procedures to address
those concerns. The Department then entered into the joint project Memorandum of
Understanding with ICANN.

4. The Department stated that is has no current plans to tronsfer policy authority for the root
server system to ICANN

organization pursuant to its contract with Food and Drug Administration (FDA) to provide
counsel on food safety and quality issues was not an "advisory committee" subject to
requirements of Federal Advisory Committee Act; panel was established and utilized by the
outside organization, not by FDA, and organization was private contractor that did not have
quasi-public status.); see also H.R. Conf. Rep. No. 1403, 92d Cong., 2d Sess. 2, reprinted in
1972 U.S.Code Congo & Admin.News 3508, 3509 (stating that FACA does not apply to
"advisory committees not directly established by or for [Federal] agencies").

, See Letter from 1. Beckwith Burr, Acting Associate Administrator for International
Affairs, National Telecommunications and Information Administration, to Dr. Herb Schorr,
Director, USC Information Sciences Institute (Oct. 20, 1998) (made available through an NTIA
media advisory at <http://www.ntia.doc.gov/ntiahome/press/icannI02098>).
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a. Does the Department have the authority to transfer policy control for the root server
system to ICANN?

b. Please explain the process that the Department utilizes to accept/reject
modifications. additions or rejections to the root zone file. For example, ICANN recently
concluded that the .ps top-level domain should be delegated to Palestine. Was this
recommendation adopted? Ifso. how was the decision made and by whom? How was
the public/Congress informed? Could this decision be appealed? Ifso, by whom?

As set forth in my March 3, 2000, letter to you, the Department has no current plans to
transfer policy authority for the root server system to ICANN, nor have we developed a scenario
or set of circumstances under which such control would be transferred. As I indicated, ICANN
may at some future date submit a proposal for managing the authoritative or "A" root server. If
the Department was to transfer operational responsibility for the "A" root to ICANN, ICANN
would be required to operate the server under the same terms and conditions currently applicable
to operation of the authoritative root by Network Solutions, Inc.

On February 8, 2000, the Department entered into the Internet Assigned Numbers
Authority (lANA) functions contract with ICANN. Section 12.3 of that agreement requires
ICANN to provide the Department with services related to administrative functions associated
with root management, including "receiving [country-code top level domain (ccTLD)] delegation
and redelegation requests, investigating the circumstances pertinent to those requests, and
reporting on the requests. ,,'

The process for delegation of ccTLDs is long-established." In general, any country or
territory that appears on the 3166-1 list maintained by the International Standards Organization
(ISO) is entitled to a ccTLD.' With respect to the recent delegation of a ccTLD to Palestine, the
ISO Maintenance Organization announced on September 30, 1999, that it was adding the two
letter code "ps" to the ISO 3166-1 list to designate the "Occupied Palestinian Territory." ISO
added this code to the 3166-1 list in accordance with its policy to include all listings on the
United Nations list of Standard Country and Area Codes for Statistical Purposes.

, Section 12.3, Purchase Order No. 40SBNT067020. Please note that this function does
not include ICA.1'JN authorizing modifications, additions, or deletions to the root zone file or
associated information that constitute delegation or redelegation of top-level domains. Id.

" See "lANA TLD Delegation Practices Document or ICP-!" (available at
<http://www.iana.orglcctldlicpl.htm>).

7 For more information on ISO 3166-1, see the web site maintained by the ISO 3166
Mantainance Agency Secretariat at <http://din.de/gremienlnas/nabdlis03166malindex.html>.
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Consistent with its obligations under Section 12.3 of the lANA functions contract,
ICANN submitted its report to the Department of Commerce, dated March 22, 2000, on the
request for delegation of a .ps top-level domain sets forth the basic facts of the request and the
application of the long-established policies on ccTLD delegation to those facts.' The most
important question before ICANN was whether the Palestine Authority's Government Computer
Center, which had applied for the delegation of the .ps ccTLD, was an appropriate entity to
manage the .ps TLD. ICANN concluded that the Government Computer Center met the criteria
set out in RFC 15911ICP-I relating to technical skills and in-country contacts, and had both the
skills and authority to operate the .ps TLD for the benefit of the relevant local community, in this
case, the residents of the Occupied Palestine Territory.9 After reviewing ICANN's report, the
Department of Commerce approved the change in the Authoritative Root necessary to delegate
.ps to the Government Computer Center operating in the Occupied Palestinian Territory.

5. The Department stated that two officials from the Department ofCommerce serve as the US
representatives to the Governmental Advisory Committee.

a. How were these officials selected and under what authority? How. is the
public/Congress informed ofthe GAC agenda prior to the meetings? Under Executive
Order 12046, the Secretary ofState is to exercise primary authority for the conduct of
foreign policy, including participation in negotiations with foreign governments and
international bodies. How does the Department's role on the GAC comply with this
Executive Order? What role does the Department ofState play?

On July I, 1997, President Clinton directed the Secretary of Commerce to privatize DNS
management in a manner that increases competition and facilitates international participation in
·its management. IO The Secretary of Commerce, in turn, gave the lead agency responsibility for
achieving this goal to NTIA, specifically appointing Becky Burr as the Domain Names working
group staff lead. II Thus, NTIA personnel serve on the Department's behalf on the ICANN's

, See "lANA Report on Request for Delegation of .ps Top-Level Domain" (March 22,
200Q) (available at <http://www.icann.orglgeneral/ps-report-22marOO.htrn>).

9 No other entities or individuals applied to ICANNIIANA to manage the .ps domain.

10 See MemorDlldum for the Heads of Executive Departments and Agencies, "Presidential
Directive on Electronic Commerce" (July I, I997)(available at
<http://www.ecommerce.gov/presiden.htm>); see also "A Framework for Global Electronic
Commerce" (July I, 1997)(available at <http://www.ecommerce.gov/framewrk.htm>).

11 See "Memorandum for All Secretarial Officers" regarding Electronic Commerce,
Secretary of Commerce William M. Daley (Dec. 17, 1997) (provided to GAO on Jan. 12,2000).
The International Trade Administration and Patent and Trademark Office are the other two
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Governmental Advisory Committee (GAC). Moreover, this participation is entirely consistent
with Executive Order 12046 and NTIA's statutory authority as the Executive Branch's principal
adviser on domestic and international telecommunications and information policy issues. 12

The GAC is an advisory committee consisting of representatives of national
governments, multinational government organizations, treaty organizations, and Distinct
Economies as recognized in international fora. I) In accordance with the ICANN Bylaws the
GAC's role is to "consider and provide advice on the activities of the Corporation as they relate
to concerns of governments, particularly matters where there may be an interaction between the
Corporation's policies and various laws, and international agreements." The GAC operates as a
forum for the discussion of government interests and concerns. It is an advisory committee, and
as such has no legal authority to act for ICANN. The GAC is not an international negotiating
body, nor are the recommendations of the GAC binding on any government. For this reason,
NTIA personnel do not need (and do not have) Circular 175 authority with respect to the GAC's
activities. NTIA does seek input from and report back to other Executive Branch agencies
through an inter-agency working group on DNS, which includes State Department personnel.
NTIA personnel also consult with State Department personnel informally on matters involving
the special expertise of that agency.

With.respect to public notice of its meetings, the GAC typically meets in conjunction
with ICANN board meeting. At the end of its meeting, the GAC issues a communique to the
public, which summarizes the discussions that have taken place and indicates the time and place
of the next GAC meeting. GAC meetings are also noticed on both the GAC website and the
ICANN website. An agenda is made available on each web site prior to the GAC meetings.
Minutes of each GAC meeting are posted on the websites as well. A substantial portion of each

Department of Commerce agencies in the Domain Name working group. It should be noted that
Patent and Trademark Office personnel participated in the GAC's Berlin meeting in May of
1999.

12 See NTIA Organization Act, as amended, 47 U.S.C. § 901 (c)(3)(setting forth NTIA's
responsibility for "facilitating and contributing to the full development of competition,
efficiency, and free flow of commerce in domestic and international telecommunications
markets"); see also 47 U.S.C. § 902(b)(assigning to NTIA the Secretary of Commerce's domestic
and international communications and information functions under Executive Order 12046).

Il Article VII, Section 3 of the ICANN Bylaws establishes the GAC and provides that
membership is open to all national governments. The representative of such national government
must hold an "official" position within the government and be involved in public policy
development. ICANN's Bylaws are available on the ICAJ'lN web site at
<http://www.icann.orglbylaws-09apr99.html>. More information on the GAC is available on
GAC's homepage at <http://www.noie.gov.au/projects/internationallDNS/gac/index.htrn>.
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GAC meeting is set aside for public questions and answers, and many portions of the regular
GAC meetings are open to the public.

6. From October 25, 1998 when NTlA recognized fCANN, to present (April 2000), please
provide Department ofCommerce expenses for the following items:

a. Fundingfor DOClfCANN agreements, such as the Memorandum ofUnderstanding, the
Cooperative Research and Development Agreement, and the lANA functions contract;
and

Section VI of the Memorandum of Understanding (MOV) provides that each party shall
bear the cost of its own activities under the agreement. The attachment to the MOU estimates a
six month budget for Department of Commerce expenses (subject to change) of$250,000.
$350,000.

Section 4.1 of the Cooperative Research and Development Agreement (CRADA)
provides that the Department of Commerce may not contribute to the non-Federal collaborator
(in this case, ICANN). There are no cost identified in the CRADA attributable to the Departme!.lt
of Commerce.

Section 3 of the IANA functions purchase order 40SBNT067020 provides that the
"[c]ontractor shall perform under this purchase order without any cost to the United States."

b. DOC salaries and expenses related to:
i. Agreements between fCANN, DOC, and NSf
ii. Congressional oversight for DOC activities in DNS privatization
iii. Travel for participation in fCANN's Government Advisory Council.

I will forward the salaries and expenses information to you shortly.

I hope that this information is useful to you as you prepare your report to Congress.
Please let me know if the Department may provide you with further assistance in your enquiry.

Sincerely,
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GENERAL COUNSEL OF THe
UNITED STATES DEPARTMENT OF COMMERCE
Washington, D.C. 20230

JUN 7 2000

Michael R. Volpe, Esq.
Assistant General Counsel
United States General Accounting Office
441 G Street, NW
Washington, DC 20548

Dear Mr. Volpe:

In response to the further follow-up questions regarding the Internet Corporation for Assigned
Names and Numbers (ICANN), which the Department received via electronic mail on May 18,
2000, I am providing you with additional inforniation. For ease of reference, your questions appear
numbered and in italics, and the responses follow in plain text.

I. Has the CRADA interim report been submitted? Ifnot. when is it expected? Will
it be publicly available?

An interim report, as described in the CRADA, has not yet been submitted by the non-Commerce
Department collaborators. Meanwhile, regular meetings of the DNS Root Server System Advisory
Committee (RSSAC) are scheduled to coincide with regularly scheduled Internet Engineering Task
Force (IETF) meetings during the year. The results of those meetings are posted on the ICANN
web site. The Department expects to receive a report from the non-Commerce Department
collaborators, which will summarize the activities of the RSSAC to date, 'by the end of June. The
Department has not determined whether the report (or any preliminary or interim reports) will be
released publicly. Given the importance of the recommendations for enhancing the physical
security of the root server system, the Department will consider well-established security
procedures and other legal obligations, such as the protection of trade secret information, in
deciding whether or not to make the interim report available to the public.

2. Has the first performance report under the sole source contract been submitted?
Ifnot. when is it expected? Will it be publicly available?

The first performance report under the lANA functions purchase order 40SBNT067020 has not
been submitted. The report would cover the three-month period from February 8, 2000 through
May 9, 2000. We expect to receive it within the next few weeks. At this time, we intend to post
the report on NTIA's web site. We also anticipate that lCANN will post the report on its web site.

3. Please explain the different numbers in the sale source contract (RFP·
52SBNT9C1020 and RFQ--IOSBNT067020j. Please provide a copy ofthe J&A.

Under the numbering convention used by the Acquisition and Assistance Division of National
Institute of Standards and Technology (NIST), contracts have different numbers than their
corresponding purchase orders. Thus, while the notice published in the Commerce Business Daily
(posted on CBDNet on Jan. 4, 1999), setting forth the intent to award a sole source contract



references 52SBNT9C1020, the actual purchase order for the performing of the services has the
number 40SBNT067020. A copy of the justification is attached.

4. According to the Department, it is the Department's policy, in the context ofa
jointproject agreement, to permit partners to recover only their costs associated
with that project. Is there anything in the MOU that references this policy? How is
this policy implemented?

The joint project MOU does not address the requirement that the partner is limited to recovering
only those cpsts associated with the joint project because ICANN's budget for the first six months
of the project did not contemplate a user fee. Had ICANN proposed a user fee to recover costs for
MOU tasks, the Department would have reviewed the proposed fee to ensure that it complied with
the Department's policy. ICANN, however, is not a fee-for-service organization, and has not
imposed user fees for tasks identified in the MOU. ICANN funds its operations by allocating those
costs among the participants in ICANN's organization and operations. That allocation is derived
through consensus among ICANN's participants.

5. Ifthe sole SOurce contract terminates or expires, will the Departmel)t still have
approval authority over a possible lANA fee? What role did the Department play in
the transition agreement? Did the Department approve the transition agreement?
Did the Department provide fundingfor the DARPA contract? Ifso, under what
authority and how much funding was provided?

First, ICANN is not charging a fee for lANA functions. ICANN has publicly and repeatedly stated
that it is not a fee-for-service organization, and has no intention of charging such fees. It is,
nonetheless, axiomatic that if the Department of Commerce terminates its agreement with ICAt'1N
or that agreement expires, ICANN will not be providing lANA functions services to the
Department.

The Department did not participate in the negotiation of the Transition Agreement between the
University of Southern California (USC) and ICANN. The Department did, however, approve that
Transition Agreement as part of the lANA functions agreement between the Department of
Commerce and ICANN. Section 4(a) of the lANA functions agreement states:

As contemplated by Section 5.4 of the Transition Agreement, the United States
Government hereby gives approval of the transfer of functions and responsibilities
contemplated in Section I of the Transition Agreement.'

The text of the lANA functions agreement and the Transition Agreement are available on
ICANN's website at <http://www.icann.org!generalliana-contract-09febOO.htm> and
<http://www.icann.org!general/usc-icann-agreement.htrn>, respectively.
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The Department has provided no funding for the DARPA contract with USC to date. The
Department, however, is in the process of identifying funds and a mechanism for transferring such
funds to DARPA to cover a portion of the costs for the final fifteen months of the USC contract
with DARPA for IANA functions.

6. Although we recognize that the Department has no plans to transfer control of
the "A" root server to ICANN, we would appreciate your views on whether the
Department has the authority to make such a transfer. In your view, would
legislation be required?

As we have indicated on a number of occasions, the Department has no plans to transfer policy
control of the "A" root server to ICANN. In the absence of such plans, we have not devoted the
possibly substantial staff resources that would be necessary to develop a legal opinion as to whether
legislation would be necessary to do so. In the absence of the underlying legal analysis, we decline
to speculate about such an important issue.

7. On what date did the Department approve the change in the Authoritative Root
necessary to delegate .ps to the Government Computer Center operati/1g in the
Occupied Palestinian Territory? How was the approval made - for example, was
there a notice in the Federal Register or written notification to NSI? Was the
approval made public? Ifso, how?

The Department approved the change in the "A" root server to delegate .ps on March 22, 2000 and
communicated the approval in writing to Network Solutions, Inc., per the requirements of
Amendment 11 to Cooperative Agreement NCR-92 I8742. The Department's approval was made
public through discussions with the media immediately following the decision.'

8. Please provide the backup documentation for the three sums you stated in your
answer.

The sums provided for salaries and expenses were based on hourly rates for Department of
Commerce employees based on an estimate of the number ofhours worked. We emphasize that the
salaries are based on an estimate of the number of hours dedicated to the particular line items. DOC
employees work on a number of issues, and it would be impossible to provide the number of actual
hours dedicated to the particular tasks identified in the financial questions. Attached are copies of
vouchers submitted to cover NTIA personnel's participation at ICANN meetings. Government

, See e.g., lesdanun, Anick, "Palestinians Get Internet Designation," The Associated Press
(March 22, 2000); Rauber, Marilyn, "Palestinians Win Statehood on the 'Net," The New York Post
(March 24, 2000); Clausing, leri, "Internet Recognizes Palestine; Area Gets Its Own Official
Designation on the Net, '.ps'" International Herald Tribune (New York Time Service) (March 27,
2000).
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Advisory Council (GAC) meetings are normally held one day during the ICANN meetings,
therefore expenses related to DOC's attendance at GAC have been apportioned accordingly. Some
of the vouchers also cover additional official travel unrelated to ICANN.

9. Do the three sums, when totaled, equal all DOC expenses arising from its
relationship with ICANN? ifnot, what expenses are missing and what are those
sums?

The three sums do not "equal all DOC expenses arising from its relationship with ICANN." The
three sums respond to the original question asked, i.e., "DOC salaries and expenses related to (i)
agreements between ICANN, DOC, and NSI; (ii) Congressional oversight for DOC activities in
DNS privatization and (iii) travel for participation in ICANN's Government Advisory Council."
The sums for (i) and (ii) are estimated salary expenses based on the hourly rate of DOC employees.
The original question did not seek information on travel expenses for ICANN meetings, other than
those related to GAC. Travel expenses for ICANN meetings other thail. those related to GAC are
provided in response to question number II below. Incidental expenses, for example copying or
secretarial support, are not included in these amounts. The Department did not keep track of
incidental expenses, nor is it possible to provide an estimate of those expenses.

10. Whichfiscalyears do the three sums you reported arise from ? Can you
break down the spending byfiscal year?

Again, the answers provided respond to the original question, i.e., "From October 25, 1998 when
NTIA recognized ICANN, to present (April 2000), please provide Department of Commerce
expenses...." Because most of the activity occurred in fiscal year 1999, a 1999 General Schedule
was used to calculate the total salary expenses based on the number of estimated hours that DOC
employees dedicated to the particular tasks identified in the original question.

II. The memo indicates that salaries and expenses have been combinedfor each
line-item. What were the salaries ofeach line-item separately?

The amount previously provided ($202,009.05) regarding sal~es and expenses related to
agreements between the Department of Commerce, ICANN, and Network Solutions inadvertently
included some travel expenses. The approximate salaries and expenses for each line-item are
provided below:

(i) salaries for agreements between ICAt"lN, DOC, and NSI - - $177,361.35;
(ii) salaries for Congressional oversight for DOC activities in DNS privatization - ­
$40,028.48;
(iii) salaries for travel participation in GAC - - $2,944.80;
(iv) travel expenses for ICANN participation - - $15,899.35; and
(v) travel expenses for GAC meetings - - $13,356.65.
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I hope this infonnation is useful to you as you prepare your report to Congress.

Sincerely,

Andrew 1. cus

Attachments
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